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THE WORK FROM HOME-
REMOTE OFFICE (WFH-RO)

® COVID-19 has forced many
organisations to let employees work
from home.

®* They are now are reaping its
operational benefits.

®* The work from home environment can
contain both personal and business
orientated assets.




THE DECENTRALISATION OF
RISK AND THE INTERNET OF
THINGS

® |oT devices within the home may end up being
potential targets.

® Avast [1] found that over 40% of worldwide
smart homes contain least one vulnerable
device.

® Bitsight [2] found that the Mirai malware was
20 times more likely in WFH-RO networks.
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° Steg

npact towards this.

* Step 3: Decide whet \\ e adequate or if more should
be done. |

*® Step 4: Record findings.

(f * Step 5: Review and revise the risk assessment. rjg



CASE STUDY - ESTABLISHING

THE SCENARIO

Success

Use valid ® Our case study is based on an event that was

account

for access reported in 2019 where Ring Home Security

Success systems were compromised.

Change device’s :
® Our case study suggests and examines the

behaviour types that can create low, medium

Success

and high risk environments given the attack

Conduct vishing
over device to gain

BitEHT sAiEom path as seen in the image.
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AN EXAMPLE OF A LOW RISK
HOUSEHOLD TOWARDS THIS
ATTACK EVENT

* A Low likelihood of attack occurrence.
* Never reuses passwords.
* Always uses two-factor authentication.
* Good knowledge of social engineering.

* Great security familiarity.

®* A low attack success rate towards each attack
event.

®* Low impact.

®* High level safeguards. 13
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Use valid

account * A Low likelihood of attack occurrence
for access
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* Always reuses passwords.

Success ®* Never uses two-factor authentication.

* Limited knowledge of social engineering.

Change device’s * Limited security familiarity.
operating mode

* A high attack success rate towards each
Success attack event.

—

* High impact.

Conduct vishing

over device to gain * Low level safeguards/ No safeguards. a
Bitcoin ransom
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AN EXAMPLE OF A MEDIUM RISK
HOUSEHOLD TOWARDS THIS
ATTACK EVENT

* A moderate likelihood of attack occurrence.
® Reuses passwords.
® Rarely uses two-factor authentication.
* Great knowledge of social engineering.

®* Moderate security familiarity.

® A varied attack success rate towards each
attack event.

® Varied impact.

* Varied level safeguards. 15
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