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Motivation and Overview

« Cyber-insurance market is growing rapidly and is expected to reach $14 billion by 2022

« However, the market faces many challenges, such as information asymmetry between insurers and clients

« Information asymmetry causes adverse selection, which Increases insurance premiums and decreases adoption

e Insurer may use security audits to overcome information asymmetry, but these audits can be very expensive

« We introduce a game-theoretic model to study the potential clients’ self-reporting and the insurer’s auditing decisions
« We present numerical results showing how less expensive and more effective audits alleviate information asymmetry

Stages and Strategies

« Two-player signaling game between organization (potential client) and insurer Nature O
1. Organization’s security level f € § te S
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3. Insurer decides whether to perform a security audit
» audit reveals the true security level ¢, but costs C Insurer Insurer
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5. Client decides whether to purchase insurance O O
Utilities and Solution Concept Numerical Results
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