
• We introduced a novel model to study self-
reported security levels, audit decisions, and 
adverse selection

• In future work, we plan to characterize the
equilibria, consider forensic investigations
after an incident and security investments

• Two-player signaling game between organization (potential client) and insurer
1. Organization’s security level t ∈ S

• chosen at random by Nature to model uncertainty
• known by the organization, but not by the insurer
• insurer knows only the probability distribution

2. Organization reports security level r ∈ S to the insurer 
3. Insurer decides whether to perform a security audit

• audit reveals the true security level t, but costs C
4. Insurer chooses premium p to ask from the client
5. Client decides whether to purchase insurance

CYBER-INSURANCE AS A SIGNALING GAME:
SELF-REPORTING AND EXTERNAL SECURITY AUDITS
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• Cyber-insurance market is growing rapidly and is expected to reach $14 billion by 2022
• However, the market faces many challenges, such as information asymmetry between insurers and clients
• Information asymmetry causes adverse selection, which increases insurance premiums and decreases adoption
• Insurer may use security audits to overcome information asymmetry, but these audits can be very expensive
• We introduce a game-theoretic model to study the potential clients’ self-reporting and the insurer’s auditing decisions
• We present numerical results showing how less expensive and more effective audits alleviate information asymmetry

Motivation and Overview

Stages and Strategies

• Organization’s utility
§ with insurance coverage:

§ without insurance coverage:

• Insurer’s utility
§ with audit:

§ without audit:

• Solution concept: perfect Bayesian Nash equilibrium:
mixed profile                              is equilibrium if
§ for each security level t, the client plays a best response:

§ insurer plays a best response:

Utilities and Solution Concept Numerical Results 

Conclusion

coverage if doing so increases its utility; otherwise, it accepts the coverage
and pays the premium.

2.1 Strategies

An organization’s strategic choice is to select what type to report to the insurer.
We let ⇢t denote the mixed strategy of an organization with real type t, where ⇢t

r

is the probability that the organization reports type r (i.e., ⇢t
r

= Pr[R = r |T =
t]). Note that we assume that the organization’s strategic choice does not include
coverage acceptance or rejection (i.e., we assume that coverage is rejected if and
only if it is not worth purchasing). This is similar to assuming that the organi-
zation makes coverage decisions but restricting the solutions to subgame perfect
equilibria (i.e., prohibiting non-credible threats of not purchasing insurance).
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Insurer

Equations (1), (2), (3)

pA
t

audit

Insurer

Equations (1), (2), (4)

pN
r

not audit

r 2 S
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Fig. 1. Tree representation of the game. The players’ payo↵s are given by Equations (1),
(2), (3), and (4).

The insurer’s first strategic choice is to decide whether to audit the orga-
nization or not. Before auditing, the insurer does not know the organization’s
real type t, but it does know the exogenous parameter values of the model6,
which include the distribution from which the type was drawn (i.e., it knows the
probabilities P

t

), as well as the organization’s reporting strategies ⇢. We let a
denote the insurer’s strategy, where a

r

is the probability that the insurer audits
an organization with reported type r. The insurer’s second strategic choice is to
choose a premium p. First, we let pN denote the insurer’s strategy given that
it has not performed an audit, where pN

r

is the premium asked from an orga-
nization with reported type r. Second, we let pA denote the insurer’s strategy
given that it has performed an audit, where pA

t

is the premium asked from an
organization with real type t.

2.2 Payo↵s

Now, we define the players’ payo↵s in the various outcomes of our game. As it is
standard in the cyber-insurance literature, we capture the risk aversion of clients

6 These may be learned from statistics that are available to the insurer.
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using a concave utility function, initial wealth, and potential losses. First, the
organization’s payo↵ (i.e., utility), if it accepts coverage is

Uorg,acc

t

(p) = U(W � p), (1)

where W is the organization’s initial wealth, and U is its utility function, which
we assume to be continuous, monotonically increasing, and concave.

Second, the organization’s payo↵ if it rejects coverage is

Uorg,rej

t

= (1� t) · U(W � L) + t · U(W ), (2)

where L is its loss in case of a cyber-incident. The two terms correspond to the
cases of su↵ering a cyber-incident and not su↵ering one, respectively.

If the insurer audits the organization, its payo↵ (i.e., profit) is

U ins,aud(t, p) = (p� (1� t) · L) · 1{insurance accepted} � C, (3)

where 1{insurance accepted} is equal to 1 if the organization purchases insurance,
and 0 otherwise. If the insurer does not audit, then its payo↵ is

U ins,noaud(t, p) = (p� (1� t) · L) · 1{insurance accepted}. (4)

Note that the insurer does not learn the true value of t if it does not audit the
organization; however, its payo↵ still depends on t.

Given mixed-strategy profile (⇢, (a,pN ,pA)), the expected utility of an or-
ganization with type t is

E [Uorg

t

]
�

⇢,a,pN ,pA

�

=
X

r2S
⇢t
r

"

a
r

·max
n

Uorg,acc

t

(pA
t

), Uorg,rej

t

o

+ (1� a
r

) ·max
n

Uorg,acc

t

(pN
r

), Uorg,rej

t

o

#

,

while the insurer’s expected utility is

E
⇥

U ins

⇤ �

⇢,a,pN ,pA

�

=

X

t2S
P
t

X

r2S
⇢t
r

"

a
r

· U ins,aud(t, pA
t

) + (1� a
r

) · U ins,noaud(t, pN
r

)

#

.

2.3 Solution Concept

We are interested in finding an equilibrium of our game, which can capture the
long-term insurance market equilibrium. Since our model is essentially a sig-
nalling game, we use perfect Bayesian Nash equilibrium as the solution concept.

After receiving the reported level r, the insurer’s belief regarding the potential
client’s real type can be expressed using Bayes’ rule as

Pr [T = t|R = r] =
Pr [T = t, R = r]

Pr [R = r]
=

P
t

· ⇢t
r

P

t

02S P
t

0 · ⇢t0
r

.

A mixed-strategy profile (⇢⇤, (a⇤,pN

⇤
,pA

⇤
)) is an equilibrium if
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– for each security level t 2 S, the strategy ⇢t

⇤
maximizes the expected utility

of an organization with level t given the insurer’s strategy (a⇤,pN

⇤
,pA

⇤
):

⇢t
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t
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;

– for each reported security level r 2 S, the strategy (a⇤,pN

⇤
,pA

⇤
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the expected utility of the insurer given its belief regarding the potential
client’s real type t:
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3 Preliminary Analysis

Next, we provide some necessary conditions on the players’ best responses.

Lemma 1. An organization of type t accepts insurance coverage for premium p
if and only if p  p̂

t

, where

p̂
t

= W � U�1 ((1� t) · U(W � L) + t · U(W )) . (5)

Proof. By definition, an organization with type t accepts coverage for premium p
if and only if

Uorg,acc

t

(p) � Uorg,rej

t

U(W � p) � (1� t) · U(W � L) + t · U(W )

W � p � U�1 ((1� t) · U(W � L) + t · U(W ))

p  W � U�1 ((1� t) · U(W � L) + t · U(W )) := p̂
t

.

ut

Lemma 2. In an equilibrium, the premium pA
t

⇤
that an insurer requests from an

organization with type t after an audit is pA
t

⇤
= p̂

t

if p̂
t

� (1� t) ·L. Otherwise,
the insurer asks for some premium pA

t

⇤
> p⇤

t

, which will always be rejected by
the organization.

Proof. If the insurer has audited an organization and found its type to be t, then
its payo↵ for premium p will be

U ins,aud(t, p) = (p� (1� t) · L) · 1{insurance accepted} � C (6)

= (p� (1� t) · L) · 1{pp̂t} � C. (7)

When p  p̂
t

, the first derivative of the payo↵ U ins,aud(t, p) is

@U ins,aud(t, p)

@p
= 1; (8)
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Fig. 3. Probability of reporting each type in equilibrium with various audit cost values.

P0.5 + P0.65, but it never reports these low levels (i.e., Pr[R = 0.5] = 0 and
Pr[R = 0.65] = 0). We also see that the probability Pr[R = 0.95] of misreporting
a higher, “more suspicious” level increases as audits become more expensive.
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Fig. 4. Audit probabilities in equilibrium with various audit cost values.

Figure 4 shows the equilibrium auditing probabilities a⇤ as functions of the
audit cost C. Interestingly, the results show that in an equilibrium, the insurer
does not conduct audits for reported security levels equal to or less than 0.8.
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Fig. 2. Players’ payo↵s in equilibrium with various audit cost values.
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Fig. 3. Probability of reporting each type in equilibrium with various audit cost values.

P0.5 + P0.65, but it never reports these low levels (i.e., Pr[R = 0.5] = 0 and
Pr[R = 0.65] = 0). We also see that the probability Pr[R = 0.95] of misreporting
a higher, “more suspicious” level increases as audits become more expensive.
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Fig. 4. Audit probabilities in equilibrium with various audit cost values.

Figure 4 shows the equilibrium auditing probabilities a⇤ as functions of the
audit cost C. Interestingly, the results show that in an equilibrium, the insurer
does not conduct audits for reported security levels equal to or less than 0.8.
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