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Abstract—User authentication serves as the primary
defense, also referred to as first line of defense, by verifying the
identity of a mobile user, often as a requirement for accessing
resources on a mobile device. For many vyears, user
authentication relied on “something that the user knows,” also
known as knowledge-based user authentication. However,
recent research indicates that knowledge-based user
authentication is no longer considered secure or convenient for
mobile users because it imposes several limitations. These
limitations highlight the need for more secure and user-friendly
user authentication methods. One promising solution is user
authentication based on “something that the user is,” which
includes authentication methods that use physical
characteristics of the mobile user (i.e., physiological biometrics)
or their involuntary actions (i.e., behavioral biometrics).
Although physiological biometrics have been successfully
deployed for mobile user authentication over the last years,
recent studies suggest that they show several weaknesses (e.g.,
vulnerable to wvarious attacks such as impersonation).
Consequently, experts in the security field are now focusing
more on user authentication based on behavioral biometrics.
Therefore, the aim of this work is to investigate the benefits, as
well as the limitations of behavioral biometrics for mobile user
authentication in order to provide a foundation for organizing
research efforts toward the design and development of proper
user authentication solutions based on behavioral biometrics for
mobile devices.

Keywords—mobile user authentication, benefits of behavioral
biometrics, limitations of behavioral biometrics

I. INTRODUCTION

Authentication acts as the first line of defense verifying the
identity of a user, process, or device, often as a prerequisite to
permit access to resources in an information system. In mobile
or smartphone devices, user authentication is crucial to
safeguard the data privacy of mobile users [1]-[6]. For several
decades, user authentication relied on the “something that the
user knows” paradigm, including Personal Identification
Numbers (PINSs), standard passwords, and graphical patterns
[7]. These methods are typically used as one-shot
authentication at the beginning of a session and remain valid
throughout the session [8]. Therefore, the once authenticated
user has unlimited access to the device during the whole

session. However, recent studies [8]-[10] suggest that
knowledge-based user authentication is no longer secure and
convenient for mobile users. First of all, these traditional user
authentication techniques are not able to distinguish legitimate
users, instead authenticate anyone with valid credentials.
Regardless of this, mobile users are required to memorize their
credentials to unlock their devices. As users tend to select
easily remembered passwords, their mobile devices are
becoming vulnerable to numerous attacks such as. dictionary,
key-logger-based, shoulder-surfing, and guessing attacks,
[11]. In addition, in the case of Android mobile devices,
mobile users often set simple graphical patterns for device
unlocking, which can be easily guessed or observed by
attackers. Researchers have shown that it is possible to crack
a significant percentage of “unique” Android patterns in just a
few attempts [12], exposing devices to attacks such as
shoulder-surfing, and guessing attacks.

Moreover, to enhance security in sensitive applications
such as e-banking, two-factor authentication methods often
are deployed. In particular, traditional username and password
user authentication schemes are combined with one-time
passcodes (OTPs) (also refered to as “something that the user
has” paradigm). Service providers may provide a security
device for generating passcodes or send the code via SMS to
mobile user's smartphone. Nevertheless, these methods might
be vulnerable to Man-In-The-Middle (MITM) attacks and
Man-in-the-PC/Phone (MITPC/P) attacks, compromising the
confidentiality of the generated passcodes [13]. In fact, the
Verizon Data Breach Investigations Report [13] recommends
against two-factor authentication via SMS due to the risk of
malicious code capturing the second factor delivered by SMS.
Furthermore, OTP solutions appear to be inconvenient and
more costly for users as they require additional hardware only
for authentication purposes, and are generally slower. Typing
errors can also lead to issues with OTP-based authentication.

The limitations of current authentication methods
highlight the necessity of developing more secure and user-
friendly solutions. Toward this direction, user authentication
based on the “something that the user is” paradigm has caught
the attention [10]. This category includes methods which
utilize human physical characteristics (i.e., physiological
biometrics), such as fingerprints, hand geometries, retinal and



facial patterns, or involuntary actions (i.e., behavioral
biometrics), such as gait and dynamic keyboarding
characteristics [8]. Considering a smartphone device, the
authors in [14] highlight that the physiological biometrics,
require special hardware equipment and/or software to be
captured only for authentication purposes, while behavioral
biometrics can be effortlessly collected by the sensors of
mobile  devices, namely, gyroscope, accelerometer,
microphone and touch screen [14]-[16]. Thus, behavioral
biometrics are considered cost-effective as they do not need
any additional hardware equipment for their deployment.
Furthermore, behavioral biometrics are considered to be
lightweight in the implementation [7], and highly secure, as
they are unique and cannot be copied, shared, lost, or stolen
[8]. On top of that, they can even be combined with other
authentication means, such as knowledge-based schemes, to
establish multifactor authentication and enhance security
without disrupting device usage [8]. Research efforts are
already underway to develop behavioral biometric modalities,
such as gait, keystroke or touch dynamics, and voice, for user
authentication. As such, experts in the security field are
focusing on creating user authenication mechanisms based on
behavioral biometrics, as they could revolutionize the
authentication landscape in the coming years [8], [17].
Toward this direction, the aim of this work is to investigate the
benefits, as well as the limitations of behavioral biometrics for
mobile user authentication in order to provide a foundation for
organizing research efforts toward the design and
development of proper user authentication solutions based on
behavioral biometrics for mobile devices.

Following the Introduction, the rest of the paper is
organized as follows. Section Il presents related work on
mobile user authentication. Section 111 presents the benefits of
behavioral biometrics used for mobile user authentication,
while Section IV discusses their limitations. Finally, the paper
is concluded in Section V.

Il. RELATED WORK ON MOBILE USER AUTHENTICATION

Mobile user authentication is the process of verifying the
identity of a user who is attempting to access resources or
services on a mobile device acting as a first line of defense.
This typically involves the user providing some form of
authentication factor, such as a password, PIN, fingerprint,
facial recognition, or other biometric data, to prove that they
are the legitimate owner or authorized user of the device. In
particular, user authentication techniques may be divided into
three main categories, depending on which of the following
they are based on: (i) something the user knows, (ii)
something the user has, and (iii) something the user is [18].
In the following of Section |1, we provide more details about
each category.

A. Something the User Knows

The “something the user knows” category includes
standard passwords, PINs, graphical patterns, and secret or
private keys used in challenge-response protocols [18]. Gupta
et al. [8] have categorized the commonly used methods for
achieving authentication in smartphones. According to their
study, knowledge-based schemes are generally used as one-
shot, periodic, and single sign-on (SSO). More specifically,
one-shot authentication involves user authentication only at
the beginning of the session, after which the user has
unrestricted access to the device until they sign off or close

Something the
User Knows

Something the
User Has

Something the
User Is

Fig. 1. Vizualization of the three types of user authentication, and their
combinations leading to 2-Factor Authentication (2FA) and Multi-
Factor Authentication MFA.

the session. On the other hand, periodic authentication is a
variant of one-shot authentication, but with a default timeout
period after which the user must re-authenticate himself.
Finally, SSO authentication allows the mobile user to remain
signed in with valid login credentials until the session is
terminated or revoked, but abnormal system activity may
trigger re-authentication [8]. For example, Google provides
SSO mechanisms for G Suite apps on Android devices, which
can be accomplished by pairing smartphones with wearable
devices like smartwatches [19].

Recent studies [9] suggest that conventional user
authentication techniques are no longer considered secure or
convenient for mobile users. First of all, these techniques
authenticate anyone with valid credentials, without
distinguishing between legitimate and malicious users.
Despite this, they also require mobile users to memorize their
passwords to unlock the device each time it is needed. Zhang
et al. [11] describe the difficulties users face in remembering
and correctly recalling multiple passwords, leading to the use
of simple and easily guessed passwords, making mobile
devices vulnerable to various attacks such as guessing or
dictionary attacks. Alternatively, Android users tend to use
graphical patterns to unlock their devices. However, this
method also requires mobile users to memorize their pattern,
resulting in the use of simple and easily guessed patterns.
Researchers were able to crack 95% of the unique graphical
patterns collected from 215 users within just five attempts
[12].

B. Something the User Has

This is typically a physical accessory, resembling a
passport in function. Examples include chip cards, magnetic-
striped cards, customized calculators (password generators)
that provide time-variant passwords, and tokens [18]. For
instance, smartphone applications that handle sensitive
information, such as e-banking and e-wallets, employ two-
factor authentication techniques, such as one-time passcodes
(OTPs), in conjunction with the usual username and
password authentication. Service providers usually offer a
small security device to users for generating passcodes, or the



passcode could be sent via SMS to the user's smartphone [8].
OTP schemes can also be implemented on mobile devices.
Furthermore, users can even generate passcodes offline using
the mobile app provided by the service provider or by pairing
with another device, such as smartwatches or smart glasses
[8]. However, OTP solutions appear to be vulnerable to
attacks, including Man-in-the-Middle (MITM) and Man-in-
the-PC/Phone (MITPC/P) attacks, which compromise the
confidentiality of the generated passcodes. In fact, the
Verizon Data Breach Investigations Report [13] has stopped
recommending two-factor user authentication via SMS due to
the risk of malicious code capturing the second factors
delivered by SMS or offline OTPs generated using apps.
Additionally, studies have shown that OTP schemes are
inconvenient and more costly for users, as they require
additional hardware only for the purpose of authentication
and are comparatively slower. Furthermore, users may make
mistakes when typing passcodes [20], [21], which can cause
problems with OTP-based authentication.

C. Something the User Is

This category includes authentication methods which
make use of either mobile user’s physiological biometrics, or
their behavioral biometrics [8], [18]. Physiological biometrics
include physical and anatomical characteristics of an
individual, such as fingerprints, facial images, iris or retina
scans, or hand geometry [8], [18], while behavioral biometrics
refer to unique patterns of human behavior, such as keystroke
dynamics, voice, and gait [8], [18].

a) Physiological Biometrics: Regarding  the
physiological biometrics (e.g., face, fingerprint, and iris
recognition), the mobile device manufacturers have begun
embedding the corresponding sensors to capture them and
employ them for accurate and convenient mobile user
authentication. For instance, Apple, Huawei, Samsung, and
Nokia have already incorporated iris and fingerprint scanners
in their latest smartphones. Although these biometric
schemes are considered secure because of their uniqueness,
they appear to be vulnerable to various attacks, such as
impersonation. Nowadays, the user’s face can easily be found
on social media pages, and their fingerprints can simply be
extracted from photos. Researchers have shown that
physiological biometrics can be hacked with inexpensive
equipment and simple algorithms. For instance, the iPhone X
Face ID was hacked using a 3D printed mask of the owner's
face that cost around $150 [22], while a simple photo of the
owner unlocked the Samsung S8 [23]. The German Chaos
Computer Club also hacked the iPhone 5S fingerprint scanner
by photographing the glass surface with the user’s fingerprint
and creating a fake thin film within two days of Apple
launching the iPhone 5S worldwide [24]. Additionally, a
researcher from Japan’s National Institute of Informatics
showed that fake fingerprints can be easily created from a
simple photo taken from three meters away with the peace
sign, and they can unlock the device without any
sophisticated process [25]. Therefore, there is a need for more
sophisticated algorithms and novel solutions to leverage the
advantages of the uniqueness of physiological biometrics.

b) Behavioral Biometrics: Behavioral biometric-based
user authentication appears as a promising solution for
securing sensitive applications performed on mobile devices
[10], [26]. Behavioral biometrics can be combined with other

authentication methods as an additional layer of
authentication without disrupting device usage, improving
the overall accuracy and device security [8], [10], [26].
Research has already begun on various behavioral biometric
modalities, such as gait, keystroke or touch dynamics, and
voice [8]:

o Gait recognition is a technique that utilizes the walking
style of an individual in order to authenticate them [8].
Recently, smartphones and wearable devices have started
incorporating gait recognition schemes for user
authentication [27]-[29]. Many researchers have
developed gait-based solutions that are used in
conjunction with wearable sensors, and initial results
have been promising, though further testing is necessary
to ensure resistance against impersonation attacks [27]—
[29]. Nevertheless, using a gait-based solution with a
wearable device may be costly for the user and not that
practical, as they require additional hardware only for the
purpose of authentication. Instead, a gait-based solution
that utilizes built-in sensors like accelerometers or
gyroscopes may be more suitable and convenient for
mobile users.

o Keystroke or touch dynamics refer to the characteristics
of how a user types or interacts with the touch screen of a
mobile device, such as the timing and pressure of
keystrokes or swipes. These characteristics are unique to
each user and can be used efficiently for user
authentication [8], [7], [30], [31]. In particular, by
analyzing the user’s unique keystroke or touch dynamics,
the system can verify the user's identity and provide an
additional layer of security [8], [7], [30], [31]. For
example, when a user enters their login credentials on a
mobile banking app, the system can analyze their
keystroke or touch dynamics to verify their identity as an
additional authentication layer to their credential
verification (that might have been compromised or stolen
by a malicious actor). These methods do not require
special hardware and have been extensively evaluated
(81, [71, [30], [31].

o Research efforts have been focused on voice recognition
by testing it on publicly available databases [32]. The
mobile user's voice is digitized, and the Mel Frequency
Cepstral Coefficients (MFCCs) and Euclidean distance
are calculated. These findings could potentially improve
the accuracy of traditional biometric systems and expand
the possibilities for continuous user authentication [33].

Overall, for a smartphone device, the face physiological
biometric can be collected by using the camera of the device,
while the fingerprint and iris recognition require specialized
equipment (i.e., fingerprint and iris scanners). On the other
hand, the behavioral biometrics can be collected all by the
sensors integrated already on mobile devices [14]. As such,
behavioral biometrics are starting to get attention as they
appear to be cost-effective; they do not require any additional
hardware and/or software equipment, and they are
lightweight in their implementation [7]. On top of that, they
can also be combined with other authentication methods such
as username and password for multifactor authentication to
improve mobile device security. Security experts are
focusing on developing such mechanisms as they are
expected to reshape the authentication landscape in the
coming years [8], [17], [34].
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Fig. 2. Benefits and limitations of behavioral biometrics used in mobile user authentication.

I1l. BENEFITS OF BEHAVIORAL BIOMETRICS IN MOBILE USER
AUTHENTICATION

There is no doubt that behavioral biometrics have caught
not only researchers’ attention, but also the industry’s as they
appear to be a promising user authentication solution for
mobile devices ensuring data privacy, while addressing major
limitations that conventional user authentication techniques
impose. In the following of this section, we will discuss the
main benefits of behavioral biometrics when they are used in
mobile user authentication.

A. Cost-effective

As we have already discussed in Section Il, one of the
major advantages of behavioral biometrics is that they can be
cost-effective compared to other authentication methods that
they require hardware tokens or biometric scanners [8], [35],
[36]. Since behavioral biometrics rely on software analysis of
the mobile user’s behavior (e.g., mobile user's walking style,
their way to type or interact with the touch screen of their
mobile device, such as the timing and pressure of keystrokes
or swipes, or characteristics of their voice), they can be
captured and implemented on existing mobile devices
without requiring additional hardware. In particular,
behavioral biometrics can be captured using the mobile
integrated sensors, namely gyroscope, magnetometer,
gravity, orientation, proximity accelerometer, linear
accelerometer, touchscreen, keystroke, GPS, light, Bluetooth,
microphone, and WIiFi during natural human-mobile
interaction [8], [35], [36].

B. Multi-layer Security

Behavioral biometrics can provide an additional layer of
security to traditional authentication methods such as
passwords and PINs. By analyzing patterns in the user’s
behavior, such as the way they type, swipe, or hold their
mobile device, behavioral biometrics can efficiently identify
fraudulent users who may have stolen a legitimate user’s
credentials [8], [35], [36]. One of the primary benefits of
behavioral biometrics is that it is extremely difficult for an
unauthorized person to replicate another person’s unique
behavior patterns. For instance, while an attacker may be able
to guess a password or compromise it through a phishing
attack, it would be much harder for them to mimic the exact
way a person types on a keyboard or interacts with their
smartphone. This makes it a powerful tool for preventing
account takeovers and other types of fraud. Behavioral
biometrics can also be used to detect anomalies in user
behavior that could indicate suspicious activity [8], [33], [35],

[36]. For instance, if a user typically logs in from a specific
device and suddenly begins logging in from a different
location or using a different typing pattern, this could be a red
flag for potential fraud or hacking attempts. Overall,
behavioral biometrics are considered secure and accurate for
mobile user authentication as they are unique and cannot be
shared, copied, lost, or stolen [8], [33], [35], [36].

C. Usability Improvement

Behavioral biometrics are able to make the authentication
process more convenient and user-friendly [8], [33], [35]-
[39]. Since it is based on the user’s natural behavior, there is
no need to remember or enter a password or PIN, or even
carry a particular hardware only for their authentication
which can be a hassle for mobile users. On the contrary, it is
suggested that behavioral biometrics manage to authenticate
the users unobtrusively based on their interactions with the
device. In this way, they have been attractive among the
researchers in the field of user authentication, offering
frictionless user authentication (i.e., “the ability to verify
authenticity of a user (to a device or service) without the user
needing to respond to an explicit authentication request”,
enhancing the existing authentication mechanisms without
affecting the usage of the device [35].

D. Continuous Authentication Enhancement

Unlike traditional authentication methods, which are
typically performed only at the beginning of the session (i.e.,
one-shot authentication) and, afterwards, any future changes
and/or abnormalities in user identity/behavior remain
undetected, increasing the risk of sensitive information
leakage and user’s privacy violation, behavioral biometrics
can enhance continuous authentication throughout the user's
session [37], [38]. In other words, if a user’s behavior
changes, the system can detect this and prompt re-
authentication. This allows to overcome the limitations of the
conventional one-shot authentication [8], [10], [40], [41].
Nowadays, continuous user authentication, relying on
behavioral biometrics, has been shown to have the potential
to further improve mobile authentication security without
sacrificing usability (i.e., security and usability are often
thought of as being contradictory) [8], [26], [41]-[44].

IV. LIMITATIONS OF BEHAVIORAL BIOMETRICS IN MOBILE
USER AUTHENTICATION

While behavioral biometrics offer numerous benefits
when used for user authentication, there are also limitations
and potential risks that need to be taken into account in order



to gain the trust of all involved stakeholders, as well as the
potential mobile users and reach their full potential toward
their adoption in mobile user authentication.

A. False Positives/False Negatives

According to [10], [26], behavioral biometrics are subject
to false positives/false negatives. This is because behavioral
biometrics rely on analyzing patterns in the user’s behavior
to authenticate legitimate users, such as mouse movement
patterns or keystroke dynamics. However, these patterns can
change over time (e.g., device orientation or user fatigue) or
might be affected by external factors such as ambient noise
or environmental conditions (e.g., foggy weather), leading to
false positives where legitimate users are identified as
fraudulent, and thus, they are denied access [10], [26].
Similarly, behavioral biometrics can also result in false
negatives, whereby unauthorized users are mistakenly
identified are legitimate users, and thus they are granted
access. This can occur if an attacker is able to successfully
mimic the user’s behavior and fool the system [10], [26].
Nevertheless, this is extremely difficult to happen compared
to other authentication means that are easily compromised or
stolen such as passwords or fingerprints according to [10],
[26]. Moreover, behavioral biometrics can also suffer from
inconsistencies. The authors in [10], [26] state that it is
essential to maximize the accuracy of the deployed
algorithms in order to overcome this limitation of false
positives/false negatives. They additionally argue that given
that the behavior and habits of a mobile user might change
over time, authentication systems should also be capable of
adapting to these changes [10], [26].

B. Privacy Concerns & User Acceptance

Another concern is user’s privacy and how this concern
might affect user’s acceptance. Behavioral biometric data is
highly personal and can reveal sensitive information about
the user, such as their physical condition or emotional state
[10], [26]. As a result, mobile users may be hesitant to adopt
behavioral biometrics for authentication, as they may feel
uncomfortable with the collection, storage, and use of their
behavioral data for authentication purposes, especially in the
context of data breaches or unauthorized access. In particular,
there are potential security risks associated with the collection
and storage of behavioral biometric data, as these data may
be susceptible to misuse or hacking. Consequently, it is
crucial to weight the benefits and risks of behavioral
biometric authentication and safeguard proper security
measures are in place to protect them as the success of
behavioral biometrics relies on user acceptance and adoption
and mobile users may be skeptical and prefer traditional
authentication methods that are familiar and trusted.
However, behavioral biometrics (e.g., gait, keystroke
dynamics) remain less sensitive than physiological
biometrics (e.g., fingerprints, iris) [10], [26].

C. Lack of Standardization

Given the fact that behavioral biometrics have emerged as
a new tendency in mobile user authentication, there is
currently no specific standardization for behavioral biometric
data [45]-[48], rather than the General Data Protection
Regulation (GDPR). On top of that, there are no specific
guidelines for behavioral biometric data processing and

storage which means that different providers may use
different metrics and algorithms. This can make it difficult to
compare or combine data across different systems. It is
worthwhile to mention that although NIST supports the
timely development of biometric standards [49], there has not
been such effort in the EU. Last but not least, the International
Organization for Standardization (ISO) has developed
several standards related to physiological biometric
authentication, but not yet for behavioral biometric
authentication. Hence, it is important to highlight the
necessity of standardization efforts for the behavioral
biometrics used in mobile user authentication in order to
ensure interoperability and reliability of behavioral biometric
technologies, as well as to facilitate broader adoption of these
technologies in various industries [45]-[48].

In summary, while behavioral biometrics offer numerous
benefits for mobile user authentication, it also imposes
limitations that need to be carefully considered and addressed
in order to ensure its effectiveness and user acceptance.

V. CONCLUSIONS

User authentication serves as a first line of defense,
verifying the identity of a mobile user, often as a prerequisite
for accessing resources on a mobile device. For many years,
user authentication relied on “something that the user knows,”
also known as knowledge-based user authentication.
However, recent research indicates that knowledge-based user
authentication is no longer considered secure or convenient
for mobile users because it imposes several limitations.
Therefore, user authentication for sensitive applications often
deploys 2FA combining “something that the user knows,” and
“something that the user has,” paradigms. Nevertheless, this
has appeared to be costly for the users and comparatively
slower. These limitations highlight the need for more secure
and user-friendly user authentication methods. One promising
solution is user authentication based on “something that the
user is,” which includes authentication methods that use (i) the
physiological biometrics, or (ii) the behavioral biometrics of
the mobile user. The aim of this work was to investigate the
benefits, as well as the limitations of behavioral biometrics for
mobile user authentication in order to provide a foundation for
organizing research efforts toward the design and
development of proper user authentication solutions based on
behavioral biometrics for mobile devices.
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