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Abstract

Cloud storage has been deployed in various real-world 
applications. But how to enable Internet users to search over 
encrypted data and to enable data owners to perform fine-
grained search authorization are of huge challenge. Attribute-
based keyword search (ABKS) is a well-studied solution to 
the challenge, but there are some drawbacks that prevent its 
practical adoption in cloud storage context. First, the access 
policy in the index and the attribute set in the trapdoor are 
both in plaintext, they are likely to reveal the privacy of data 
owners and users. Second, the current ABKS schemes cannot 
provide multi-keyword search under the premise of ensuring 
security and efficiency.

We explore an efficient way to connect the inner product 
encryption with the access control mechanism and search 
process in ABKS, and propose a privacy-protecting attribute-
based conjunctive keyword search scheme. The proposed 
scheme provides conjunctive keyword search and ensures 
that the access policy and attribute set are both fully hidden. 
Formal security models are defined and the scheme is proved 
IND-CKA, IND-OKGA, access policy hiding and attribute 
set hiding. Finally, empirical simulations are carried out 
on real-world dataset, and the results demonstrate that our 
design outperforms other existing schemes in security and 
efficiency.

Keywords: ABKS, Hidden access policy, Hidden attribute 
set, Conjunctive keyword search, Cloud storage 

1  Introduction

In the era of big data, many individuals and industries 
follow the trend of remotely storing their data to cloud 
servers, so that they can embrace the advantages of cloud 
storage, greatly reducing the cost of data maintenance and 
management, enjoying high-speed retrieval services, etc 
[1]. Meanwhile, data owner (DO) may not fully trust the 
cloud server, to protect data privacy, data must be encrypted 
before being outsourced into the cloud. However, the 
mechanism of encryption before outsourcing inevitably 
weakens the flexibility of data retrieval to a certain extent. 
Moreover, given the actual needs of data owners, there is 

an urgent need for fine-grained access control to encrypted 
data. Accordingly, exploring a way for a data owner/user to 
securely and efficiently retrieve over encrypted data, and for 
a DO to perform fine grained access control is of extreme 
importance in the scenarios of cloud storage.

Searchable encryption (SE) [2-3] enables the cloud server 
to help users search on encrypted data without knowing the 
keywords. Therefore, it has become a research hotspot in 
the field of secure storage in recent years. In order for the 
data owner in the SE scheme to perform fine-grained search 
authorization, Attribute-based keyword search (ABKS) is 
put forward [4-5]. Since its introduction, ABKS has received 
widespread attention from academia and industry due to its 
potential values on cloud-based applications.

In an ABKS scheme, the data owner determines the 
keywords and access policy in the index, and uploads the 
encrypted data and index to the server. The user sends 
server a trapdoor which includes user’s attributes set and 
the keywords to be queried. Only when the attribute set 
satisfies the access policy and the keywords in the trapdoor 
and index matches with each other, the server will return the 
corresponding encrypted data to the user. However, there are 
two security drawbacks preventing the practical adoption of 
ABKS in cloud storage.

Figure 1. An example of privacy leakage in access policy 
and attribute set

The first problem is that the access policy in the index 
and the attribute set in the trapdoor may leak the privacy of 
data owners and users. The reason is that the access policy 
and the attribute set are both in plaintext, the adversary 
may be able to infer the sensitive information from them. 
Take an electronic medical system as an example, the 
doctor encrypts the case of the patient Cindy (ID: 0136) and 
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constructs an index. The access policy of the index is shown 
in Figure 1, only if the attribute set in trapdoor includes 
the attributes “cardiology” and “doctor”, or includes the 
attribute “id: 0137” can satisfy the access policy. Once Alice 
(user or server) obtains the index, even if she cannot search 
effectively, she can still guess that Cindly may have heart 
disease. Hence, the access policy in the index may leak the 
privacy of the data owner.

From another perspective, if Alice intercepts the 
trapdoor of Kimi or Steven, even if Alice cannot know the 
keywords in the trapdoor, she can still guess that Kimi may 
be a cardiologist and Steven maybe a patient with ID 0137. 
Therefore, the attribute set in the trapdoor may leak user’s 
privacy.

The second problem is that the current ABKS schemes 
cannot provide multi keyword search safely and efficiently. 
At present, some ABKS schemes can only provide single-
keyword search so that the search results contain a large 
number of irrelevant results, which will greatly reduce the 
search efficiency. The ABKS schemes that can provide multi 
keyword search suffer from low efficiency due to impractical 
model or security risks caused by leaking part of the keyword 
information. Both of the drawbacks will hinder the practical 
application of ABKS.

To make it better applied to cloud storage, this paper 
proposes a Privacy-Protecting Attribute Based Conjunctive 
Keyword Search scheme (PABKS) to solve the two 
problems.

1.1 Related Work
The first Ciphertext-policy attribute-based encryption 

(CP-ABE) scheme was put forward by Bethencourt et al. in 
2007 [6]. It is designed to provide fine-grained access control 
and it has gradually become a preferred choice of the access 
control mechanisms in the cloud storage due to its scalability 
and flexibility. Researchers have greatly strengthened the 
functionality of CP-ABE over the past decade [7-11].

To provide fine-grained access control and keyword 
search service simultaneously, Sun et al.  [4] and Zheng et 
al. [5] combined CP-ABE with SE, and successively put 
forward ABKS scheme. In an ABKS scheme, the data owner 
constructs the index with the keywords extracted from the 
files and the access policy he/she determines. The user sends 
a trapdoor generated by his/her attributes and interested 
keywords to the server to make a query. The server runs 
search algorithm and will return the corresponding results 
to the user if the attributes in the trapdoor satisfy the access 
policy and the keywords in the trapdoor match those in the 
index. Therefore, data owners can authorize their search 
capabilities to users in a fine-grained method.

ABKS with hidden access policy
To protect the privacy included in the index, researchers 

have proposed several works to hide the access policy in the 
ABKS schemes. However, there is space for improvement in 
the expressiveness of access policy and efficiency for these 
schemes. 

In 2017, Qiu et al. proposed an ABKS scheme with a 
hidden access policy [12]. The access policy is AND-gates, 
which is not expressive enough. There are n attributes in the 
system and each attributes have  values. Accordingly, the 

public key size is . To hide the access policy, the 
ciphertext includes a large number of redundant information, 
so that the ciphertext size is . Therefore, the 
storage efficiency of the scheme needs to be greatly 
improved.

In 2019, Miao et al. proposed a privacy-preserving ABKS 
system with hidden access policy in shared multi-owner 
setting [13]. The scheme hides the access policy in the same 
way as scheme [12], hence the scheme also has the problems 
of low storage efficiency and insufficient expressiveness of 
access policy in scheme [12].

Wang et al. utilized multilinear maps to put forward an 
ABE with fast keyword search construction [14]. The access 
policy of the construction is AND-gates, and the access 
policy is preserved efficiently. However, Hu et al. pointed out 
that GGH map which is the major candidate of multilinear 
map is not secure [15].

ABKS with hidden attribute set
In an ABE scheme, the problem of user’s attribute set 

leakage is not considered (without outsourced decryption), 
because the user decrypts the ciphertext with his own secret 
key. However, in an ABKS scheme the attribute set is 
included in the trapdoor in plaintext, the problem is long-
lasting in the literature but should be tackled in practice. To 
our best knowledge, none of the existing ABKS schemes can 
hide the attribute set in the trapdoor.

Retrieval Mode of ABKS
The retrieval modes of [4-5, 12] and [13] are single 

keyword search, that is, there is only one keyword contained 
in the trapdoor and index. It is worth mentioning that 
the search mode of [4] can be expanded to conjunctive 
keyword search by compressing the keywords in the index 
and trapdoor respectively. However, the requirement for 
successful search is that the keywords in the two are exactly 
the same, which limits the usability of the scheme.

Recently, Miao et al. proposed a series of ABKS schemes 
whose retrieval mode are conjunctive keyword search [16-
18]. Different from [4], in these schemes the keyword 
matching occurs when the keywords in the index contain 
those in the trapdoor. In order to realize this retrieval mode, 
an ordered keyword set W is set in the public key of these 
schemes, the trapdoor contains the position information in W 
of each queried keyword. All users know W (otherwise they 
cannot execute the scheme), but the server is restricted to 
obtain W, this may narrow the application scenarios of these 
schemes.

In 2018, He et al. divided the keyword into keyword 
name and keyword value, and proposed an ABKS scheme 
that provides boolean keyword search [19] at the expense of 
exposing keyword names, which can reveal user’s retrieval 
habits and bring security risks to the scheme.

Lately, Chen et al. used dual-server model to construct 
an ABKS scheme that can provide multi-keyword ranked 
search [20]. There are two servers in the scheme, and the 
search process is completed by the two server cooperatively 
and restrictively. However, the assumption of the applied 
model is that the two servers do not collude, which is a 
relatively strong assumption. The dual-server model leads to 
the relatively low search efficiency, and then affects its real-
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world applications.

and the group operations in  and  can be 
efficiently computed.

2.2 The Generic Bilinear Group Model
The security of the PABKS scheme is proved in the 

generic bilinear group model [22].  are defined 
as three random encodings of an additive group , they are 
injective maps: , . Let 

.  I n  t h e  m o d e l ,  t h e 
adversary can access the oracles that simulate the hash 
function, group operations in , and the 
asymmetric bilinear map  the adversary 
can also interact with the challenger in the security game.

2.3 Access Policy
We define  as the attribute 

universe of the PABKS scheme.  consists of a unique 
attribute name and m attribute values . (If the 
number of attribute value is less than , the extra part can be 
set to empty.)

Assume that user’s attribute set is , 
 s tands for  the  with i ts  selected value.  Let 

 be the access policy which can be 
expressed as an AND gates on multi-valued attributes with 
wildcards.  stands for  with its selected attribute value 
or wildcard ‘*’, and the relationship between  and  is 
“and”. The wildcard ‘*’ means “don’t care”, which means all 
attribute values of this attribute are acceptable. Let 

 denote attribute set  satisfies the access policy 
,  denote  does not satisfy .

3 System Architecture and Security Defi­
nition

3.1 Entities in System Architecture
As shown in Figure 2, there are four generic entities: 

Authority, Data Owner, User and Server involved in the 
architecture of the PABKS scheme. Detailed description is as 

Table 1. Feature comparison with existing works
Scheme Retrieval mode Access policy Hidden P1 Hidden S2 Resist OKGA

[16-18] Conjunctive keyword Access tree ˟ ˟ ˟
[19] Boolean keyword Access tree ˟ ˟ ˟
[20] Multi keyword ranked Access tree ˟ ˟ √

[12] Single keyword AND gates on multi-valued attributes √ ˟ ˟
[13] Single keyword AND gates on multi-valued attributes √ ˟ ˟
[14] Single keyword AND gates √ ˟ ˟
PABKS Conjunctive keyword AND gates on multi-valued attributes with wildcards √ √ √

1 P represents access policy.  2 S represents attribute set.

1.2 Related Work
This paper presents a privacy protecting attribute based 

conjunctive keyword search scheme. To our best knowledge, 
the PABKS is the first ABKS scheme that can hide access 
policy and the attribute set at the same time. Our scheme 
provides conjunctive keyword search under the premise of 
ensuring security and efficiency. The comparison of related 
schemes with the PABKS scheme is shown in Table 1. From 
Table 1 and the efficiency comparison between PABKS 
and the related schemes, it can be seen that we improve the 
security and practicability of ABKS, so that a more efficient 
and practical scheme may be applicable to cloud storage.

The main contributions of the paper are as follows:
Security: To improve the security of ABKS, the PABKS 

scheme is designed to hide the access policy and attribute set. 
We provide a formal security model and PABKS is proved 
to be IND-CKA, IND-OKGA, access policy hiding and 
attribute set hiding.

Conjunctive keyword search: On the premise of 
ensuring the security of the scheme, the PABKS scheme 
provides conjunctive keyword search.

Practicability: The access policy is and gates with 
multi-valued attributes, which is expressive. Besides, 
comprehensive simulations of the schemes are carried out 
using real-world dataset, and the simulation results show that 
the efficiency of the PABKS scheme is practical.

2 Preliminaries

2.1 Asymmetric Bilinear Maps
Let  and  be three multiplicative cyclic 

groups of prime order , the generator of  and the 
generator of  is . Let  be an 
asymmetric bilinear map which satisfies the following three 
properties [21]: 
	 Non-degeneracy: ;
	 Bilinearity: for all , then 

holds.
	 Computability: for all  
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follows.

Figure 2. System architecture of PABKS

Authority. The authority is trusted in the system. It is 
responsible for authenticating the user and generating the 
public key, secret keys of users and server.

Data Owner (DO). The DO needs to store and share his/
her data in the cloud. A DO encrypts the data and constructs 
the index, then uploads the index and encrypted files to the 
server.

User. To search the data in the server, the user needs to 
send his/her trapdoor to the server.

Server. The server stores a large amount of encrypted 
data and indexes uploaded by different DOs. It needs to 
complete the search process according to the trapdoor sent by 
the user.

3.2 Algorithms in PABKS Scheme
The PABKS scheme inc ludes  f ive  a lgor i thms: 

 and .
. Given the security parameter , the authority 

runs the algorithm and outputs the public key PK, master key 
MK and the secret key of the server .

. Given the MK and the attribute set 
, the authority runs the algorithm and outputs the secret key 

of the user .
. Given the PK, an access policy  

and a keyword set W, the DO runs the algorithm and outputs 
the encrypted index .

. Given the PK, the keyword set 
W’ and secret key SK, the user runs the algorithm and 
outputs the trapdoor TK.

. Given the index , trapdoor TK 
and the secret key of server , the server runs the algorithm 
and outputs 1 if S satisfies  and ; otherwise it 
outputs a terminator .

3.3 Adversarial Model
We provide the following assumptions in the model: the 

semi-trusted server tries to learn the valuable information 
while actually executing the protocol. Moreover, the 
authority and data owner are reliable. Therefore, two types of 
adversaries are considered:

Type-1 adversary  refers to outside user colluding with 
the server, it can get the secret key of the server and secret 
keys and trapdoors of corrupted users.

Type-2 adversary  means that the outside adversary. 

Note via corrupting specific users, we assume that  can 
obtain their secret keys and trapdoors.

3.4 Security Model
The PABKS scheme should meet the following security 

requirements:
Resist Chosen-keyword Attack [5]. It requires that 

without a matched trapdoor,  and  cannot judge which 
one of the two challenge keyword sets is in the challenge 
index.

Resist Outside Keyword Guessing Attack (OKGA) 
[23]. It requires that  cannot judge which one of the two 
challenge keyword sets is in the challenge trapdoor.

Access Policy Hiding. It requires that  and  cannot 
judge which one of the two challenge access policies is in the 
challenge index.

Attribute Set Hiding. It requires that  can not judge 
which one of the two challenge attribute sets is in the 
challenge trapdoor.

The IND-CKA security and access policy hiding for the 
PABKS scheme is defined via the following game.

CKA Security and  Hiding Game for 
Setup. The challenger  executes  algorithm and 

sends PK and  to .
Phase 1. C creates an empty table E, an empty set D, an 

empty keyword list  and sets j=0.  can query the 
following oracles adaptively.
	 :  executes , sets 

 and returns SK to .
	 :   s e t s  j = j + 1 ,  i t  e x e c u t e s 

 to generate SK, then it executes 
 to generate TK. It stores the 

entry (j,S,W) in table E and returns TK to .

Challenge.  sends two keywords sets , and 
two access policy  to . It requires

1.  and  have the same number of wildcards.
2. 
3. f o r  e a c h  e n t r y  i n  E ,  i f  ,  t h e 

corresponding W satisfies .

 chooses , executes  
to construct  and submits  to .

Phase 2.  continues to query the oracles as in Phase 1, 
the restriction of this stage is the same as the second and third 
stages of Challenge stage.

Guess.  outputs a guess  of . The experiment returns 
1 if and only if  .

CKA Security and  Hiding Game for 
Challenge, Phase 2 and Guess are the same as those in 

the last game for . The following definitions are for the 
Setup and Phase 1 in this game.

Setup.  executes Setup and sends PK to .
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Phase 1. This stage is the same as Phase 1 of the CKA 
security game for , apart from that  can query the 
following oracle.

 executes  and returns the 
result to .

The PABKS scheme is IND-CKA secure and access 
policy hiding if the advantage of  in the CKA security and 
access policy hiding game for  is:

IND-OKGA Security and  Hiding Game for 
Setup.  executes  algorithm and returns  PK.
Phase 1.  can query the following oracles adaptively.
	 :   executes  and 

returns SK to .
	 :  executes  to 

generate SK, then it executes  
and returns TK to .

	  executes  and returns 
the result to .

Challenge.  submits two attribute sets  two 
keywords sets  to .  chooses , executes 

 t o  g e n e r a t e  S K ,  e x e c u t e s 
 and returns  to .

Phase 2.  continues to query oracles as in Phase 1, the 
requirements  of   are  (assume the  index  
corresponds to  and W)
	 , then .
Guess.  outputs a guess  of . The experiment returns 

1 if and only if .
The PABKS scheme is IND-OKGA secure and attribute 

set hiding if the advantage of  in IND-OKGA security and 
attribute set hiding game for  is:

4  The Proposed PABKS Scheme

Let  be the maximum of keywords of the files 
encrypted by the same access policy, and  
be a secure hash function.

Setup (1λ): The algorithm executes the group generator 
algorithm  and obtains asymmetric bilinear groups 

.  I t  chooses . 
Assume there are L attributes in the universe, the position of 
attribute i is , each attribute has at most  possible values, 
let them be . Moreover, wildcard (meaning ‘don’t 
care’) is  also considered in the access policy.  Let 

 be  upper bounds defined as:
: the maximum number of wildcard in an access 

policy;
: the maximum number of attributes with  

value in an attribute set .

The algorithm selects , 
,  a n d  c o m p u t e s  t h e  p u b l i c  k e y 

,  t h e  m a s t e r  k e y  i s 

, the secret key of server is 
.

: Assume that  includes: 
wildcards at positions ,  attributes 
with  value at positions  . 

Consider , the coefficients 

 can be efficiently computed using FFT, they 
are:

Then the algorithm computes , 

 and construct vector  as:
. 

It selects , computes  

A s s u m e ,  i t  c h o o s e s 
 and sets: 

 .

I t  sets  and uses fast 

Fourier transform (FFT) [24] algorithm to compute 
coefficients of . The values of  are:

It constructs vector  as: , 

 

the index is set as: 

.

: Assume user’s attribute set includes 
 attributes with  value whose positions are 

, . For  
it sets 
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Let . It chooses 
and computes , the secret 

key is computed as:

: Let  be the 
keyword set, it chooses  and computes 
vector  as follows:

It then computes 

,  , 

. T h e  t r a p d o o r  i s 

: The algorithm can be divided into 
two parts. Firstly, it computes 

Secondly, it computes

and checks if , if so, the algorithm returns 1; 
otherwise it returns 0.

5  Security Analysis

This section formally proves the security of the PABKS 
scheme with the following theorems.

Theorem 1:  and e are defined in 
section 2.2. Assume that q is the upper limit of the sum of all 
the queries of , then the advantage of  in the CKA 
security and  hiding game for  is 

To prove that the PABKS scheme is access policy hiding, 
we only need to prove that the adversary cannot distinguish 
between  and . Here the proof chooses a random access 
policy , the number of wildcards in  and  are the 
same. To prove that the PABKS scheme is IND-CKA secure, 
we need to prove that the adversary cannot distinguish 
between  and . Here the proof chooses a set of random 
strings . Then the proof considers the game 
sequences from  to . They are described in a 
high-level way as follows:

: The challenge index  is computed under  
and , specifically, .

: The challenge index  is computed under
 and , specifically, .

: The challenge index  is generated under
 and , specifically, .

: The challenge index  is generated under
 and , specifically, .

: The challenge index  is generated under
 and , specifically, .

Clearly, proving Theorem 1 is equivalent to proving that 
the advantage of  in distinguishing  and  
is bounded by . The proof has four steps.

• Indistinguishability between  and 
We need to  prove that  the  advantage of   in 

distinguishing between  and  is negligible. Here we 
consider a modified game, the challenge keyword set is  

and  is either  or  (i.e.  is replaced 

by ), . It is not difficult to draw a conclusion that if 
 has an advantage  in distinguishing  and 

, then  has advantage of at least  in the modified game.
Setup.  selects 

 computes  

 and sends the public 

key and  to . 
Phase 1.  creates E, D and  as defined, and sets j=0. 

can access the two oracles adaptively (take the  query 
as an example)

:   c o n s t r u c t s  t h e  v e c t o r   
corresponding to , then chooses  and 
c o m p u t e s   

, it makes  and sends 

SK to .
: Assume ,  sets j=j+1 

and accesses   to  obta in  SK,  then chooses 
 and computes . It stores (j,S,W’) in 

E generate the trapdoor and sends to .
Challenge.  submits keyword set  and 

an access policy  to . It requires that
	 .
	 for each entry in E, if , it is required 

that  be satisfied for the corresponding W.

 computes vector  corresponding to  and computes 
vector  corresponding to  except that , selects 

, let , and genreates corresponding 
challenge index, then  returns the challenge index to .
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Phase 2.  continues to query oracles as in Phase 1. 
The restriction in this stage is if ,
	  cannot access .
	 (S,W) cannot be the input to  if .

Next we analyze the probability of unexpected collisions. 
Since every oracle query can be treated as a rational function 

, where  and  are selected from related variables. 
The collision occurs when two queries corresponding to two 
different rational functions are mapped to the same output. 
Referring to [6] and [25], the probability of happening such 
events is at most . Table 2 lists all possible  and 

 queries for . This proof will consider that  has 
variable  though it is not listed for the sake of 
simplicity. Next, we prove through the following two lemmas 

that  can tell the difference between  or  

with a negligible advantage.

Table 2. possible  and  queries for 
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 cannot construct a TK with W and S, s.t. 
 and .

This lemma can be proved from two aspects.
(1) Given TK whose S satisfies , take the  

query as an example, we prove  can not change 
 in TK to ,  are chosen 

by . From Table 2, it is easy to find that  cannot 
construct the term .

(2) We prove that  cannot construct SK such that 
, here we prove an equivalent conclusion that 

 cannot construct .
The “TK” part can be ignored in this section, because the 

variables chosen in  are independent of the target. It 
can be seen from Table 2 there is only one possible type of 
output that contains .

It is , then  needs 
to cancel out the term in . Since , 
combined with Table 3 we analyze that  can get the term 

 in  only by doing as the following formula

However, this can not be achieved because in the security 
game, it requires , hence the term A is 
not 0. Therefore we can conclude that  can not construct 

 and lemma 1 is proved.
 can construct  for some 

 that can be composed from the oracles outputs with a 
negligible probability.

The goal is to query  in  for some  

in .
For the term , since the only method to construct  is 

the linear combination of . That is, 

, where T is a set of integers and 

does not contain . Hence,  and . However, 

from Table 2 we can find that the term  in  
can not be further constructed.

Therefore,  is proved and  can tell the 

difference between  and  with a negligible 

advantage. Further, the advantage of  in distinguishing 
between  and  is bounded by . 

• Indistinguishable between  and 
Similar with the proof of the indistinguishability between 

 and , the proof considers a modified game, 
the challenge policy is  and  is either  or  
(i.e. is replaced by ), . It is not difficult to draw 
a conclusion that if  has an advantage  in distinguishing 

 and , then  has advantage at least  in 
the modified game.

The Setup, Phase 1 and Phase 2 are the same as those in 
the proof of section 5.1 except for the restriction on the 

 queries.
Challenge.  submits keyword set  and an access 

policy  to . It requires that
	 .

 computes vector  corresponding to  except that  
i s  se t  as  ,  then  se lec ts  ,  and  computes 

,  the components  are 
randomly selected.

As discussed in section 5.1, the probability of unexpected 
collusion is . The only method for  to tell the 
difference between  and  is to construct 
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 for some  that can be composed from the 
oracles outputs. Next we prove that  can never construct 

 in  for some  in .
Consider the variable , the only method to construct  

is the linear combination of . That is, 

, where , T is a set of integers and 

does not contain . Hence, , however, we find that 
Table 2 does not contain the term  in . 

Therefore,  can tell the difference between  and 

 with a negligible advantage. Further, the advantage of 
 in distinguishing between  and  is 

bounded by .
The remaining proofs are similar to the above proofs:
	 The indistinguishability between  and 

 can be proved in the same way as for 
 and .

	 The indistinguishability between  and 
 can be proved in the same way as for 
 and .

Theorem 2: Let  and e be defined in 
Theorem 1, then the advantage of  in the IND-KGA 
security and  hiding game for  is .

The proof is similar with that This proof is similar to that 
of Theorem 1. It is omitted here due to space limitation.

6. Performance Analysis

This session analyzes and compares the efficiency of 
our scheme with related schemes from both theoretical and 
experimental levels.

6.1 Theoretical Analysis
The efficiency of [12] and the PABKS scheme in storage 

cost and computation cost are respectively shown in Table 4 
and Table 5. And the symbols involved in the comparison are 
defined in Table 3.

Table 3. Notations in efficiency comparison
Notation Definition


i Modular exponential operation in group i ,  ( 1, 2, )i T=

P Bilinear pairing operation

n Number of keywords in an index

m Number of keywords in an trapdoor

0N Maximum number of wildcard in .P

0n Number of wildcards in .P

0m Maximum number of values of an attribute

N Maximum number of keywords in an index

*L Length of element in *

n The number of attribute in the system in scheme [12]

As shown in Table 4, the two schemes are compared in 
SK size, TK size and index size.  They can reflect the storage 
cost from different perspectives. The SK and TK sizes of the 
PABKS scheme are   and  , respectively; while those of 
scheme [12] are both  . Because   is smaller than   and   is 
smaller than  , our storage cost outperforms that of [12], in 
which the PABKS scheme provides conjunctive keyword 
search, but the scheme [12] only offers single keyword 
sea rch .  The  index  s ize  o f  the  PABKS scheme i s 

, which is much smaller than that 
of the scheme [12]. The reason is the index used in [12] 
contains a large number of redundant components which are 
used to hide the access policy. With the increase of attribute 
number, the advantage of the PABKS scheme may become 
more and more prominent.

Table 5 compares the computational cost of four 
algorithms (  and ) in 
t h e  t w o  s c h e m e s .  T h e  PA B K S  s c h e m e  c o s t s 

 a n d   i n 
 and  respectively. Because the operations 

in  is more efficient than in  and  is smaller than  in 
most cases, the PABKS scheme has advantage in the 
computation. In terms of the computational cost of index 
g e n e r a t i o n  a n d  s e a r c h ,  o u r  s c h e m e  n e e d s 

 a n d 
 respectively, which are roughly 

equivalent to those of scheme [12]. In addition, the smaller 
the  is, the less the computational cost our scheme provides 
(as compared to the scheme [12]).

Table 4. Storage cost theoretical comparison
Scheme SK size TK size Index size

[12] 2
(2 1)n L+ 2

(2 1)n L+  10
( 1)

T
nm n L L+ + +

PABKS  1 20
( 3)N L L+ +  1 20

( 5) 2N N L L+ + +  1 20
2 ( 5)L N n L+ + +

Table 5. Computation cost theoretical comparison
Scheme KeyGen IndGen TKGen Search

[12] 
2

(2 2)n +   
1 2

( 1)
T

n n+ + + 
2

(2 1)n + (2 1) 2
T

n P+ +

PABKS  
0 1 2

( 3)N + +  
0 1 0 2

( 1) ( 6)N m N n+ + + + +  
0 1 2

(2 5) 2N N+ + +  
0 2

( 7)
T

N n P+ + + +

6.2 Experimental Analysis
To evaluate the actual performance of [12] and the 

PABKS scheme, we carry out the simulations of the two 
schemes. The simulations are performed on Charm and the 
real world Request for Comments Database (RFC) is used as 
the test dataset. Charm is a framework developed based on 
Python, which is helpful to the rapid prototyping of 
cryptographic mechanisms and protocols [26]. We load the 
asymmetric bilinear groups MNT224 in PBC library to 
realize the asymmetric bilinear mapping. We select 50 files 
from the database and extract 100 keywords as the keyword 
d i c t i o n a r y .  To  s i m p l i f y  t h e  c o m p a r i s o n ,  w e 
set   be 
half of , i.e. . To highlight 
the difference from the single keyword search in scheme 
[12], we set  to 1 and 25 respectively. The tests are 
performed on a computer running an Intel(R) Core(TM) i5-
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4690 CUP at 3.50 GHz and 8GB RAM. All the simulation 
results are averaged over 50 times measures. 

The unit of storage cost and computation cost are kilobyte 
and second respectively.

The three subgraphs in Figure 3. respectively shows the 
secret key size, trapdoor size and index size of scheme [12] 
and the PABKS scheme. The abscissa of each subgraph has 
two variables with different colors: , the number of 
attributes in [12], and  or , the number/max number of 
wildcard in access policy. We notice that the SK size, TK size 
and index size all increase linearly with the spike of the 
abscissa respectively, and we find that the slope of the black 
lines in the three subgraphs are all greater. As shown in 
Figure 3(a), the SK size in [12] is always larger than that of 
the PABKS scheme and the gap becomes more and more 
obvious with the increase of the abscissa. The case of  
in Figure 4(b) is similar to that in Figure 3(a). As for 
, the TK size of the PABKS scheme requires more than that 
of scheme [12] before ; after that, the situation 
reverses. We can also conclude that the increase of the  
leads to a small increase of the TK size of the PABKS 
scheme. In Figure 3(c), we can observe that the black line is 
sandwiched between the two red lines. When , the 
index size of the PABKS scheme is always less than that of 
scheme [12], the reason is that the index in scheme [12] is 
full of a large number of redundant information to protect the 
access policy. By comparison, the PABKS scheme is more 
efficient in protecting access policy. When , its index 
size is large than that of scheme [12], which is mainly 
because the  is three times as long as .

The four subgraphs in Figure. 4 respectively present the 
t ime  cos t  o f  f ou r  a l go r i t hms : ,  , 

,   of scheme [12] and the PABKS 
scheme. The analysis of Figure 4(a) and Figure 4(b) is similar 
to that of Figure 3(a) and Figure 3(b) respectively. Beyond 
protecting the attribute set in trapdoor,  our scheme still has a 
great advantage in the computation cost of generating 
trapdoor and secret key as compared to the scheme proposed 
in [12]. As shown in Figure 4(c), the time cost of  
of the two schemes is roughly at the same level when single-
keyword is considered, and the PABKS scheme starts to 
consume less time to generate the index than scheme [12] 
when . When , the former takes a 
little more time than the latter. The analysis of Figure 4(c) is 
applicable to that of Figure 4(d), and even in the case of 

, the cost of search process is acceptable. Therefore, 
the simulation results are consistent with the theoretical 
analysis.

7  Conclusion

We target at improving the security and practicability of 
ABKS schemes, making it more suitable for cloud storage. 
We connect the access control process and keyword matching 
process between the inner product encryption to put forward 
the PABKS scheme. For the first time, the PABKS scheme 
can hide the access policy and attribute set, which can better 
protect the privacy of DO and users. We define a formal 

security model and the PABKS scheme is proved to be IND-
CKA, IND-OKGA, access hiding and attribute set hiding. 
The scheme provides conjunctive keyword search on the 
premise of ensuring the security of the scheme, and the 
access policy is AND-gates on multi-valued attributes with 
wildcards. The simulations on actual dataset show that the 
efficiency of PABKS is practical for real-world applications. 

The shortcomings of the scheme are the public key of 
the proposed scheme is relatively long and the access policy 
is  relatively inflexible, we will improve them in  the future 
work.

(a) Secret key size

(b) Trapdoor size

  (c) Index size

Figure 3. Storage cost theoretical comparison
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(a) Time cost of KeyGen

 (b) Time cost of TKGen

(c) Time cost of IndGen  

(d) Time cost of Search

Figure 4. Computation cost theoretical comparison
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