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Abstract

Background: Cyber threats are increasing across all business sectors and the cost of cybersecurity and data privacy incidents is
rising globally, especialy in the healthcare domain. In response to the emerging threats, healthcare organisations are enhancing
the technical measures with the use of antivirus, firewalls, and firmware/software patches to protect and preserve the business
continuity of patient services. Despite such efforts the threat of cybersecurity is ever increasing, and such measures have not been
sufficient to counter cyber-attacks as the role of personnel in the chain of cyber defence is often neglected. In practice, healthcare
organisations are requested to apply general cybersecurity and data privacy guidelines that focus on the human factor. However,
there is limited literature on the methodologies and procedures which can assist healthcare organisations to successfully map to
specific controls (interventions), including awareness activities and training programs, with a measurable impact on personnel.
To this end, tools, and structured methodologies for assisting the higher management to select the minimum number of required
controls that will be most effective on the healthcare workforce are highly desirable, yet not available at the moment.

Objective: This paper introduces a Cyber Hygiene (CH) methodology that is developed based on a unique survey-based risk
assessment tool for raising cybersecurity and data privacy awareness of different employee groups in healthcare organisations.
The proposed CH methodology considers the human factor in the chain of cyber defence by focusing on the gaps and needs of
individual employee groups. The main objective of the methodology is to identify the most effective strategy for managing
cybersecurity and data privacy risks and recommend targeted human-centric controls (e.g., awareness activities, training
programs, rewards, etc.) that are tailored to the organisation-specific needs (e.g., culture, personnel background, employee role
and responsibilities, etc.) to implement the strategy. The recommended controls, which are selected from alarger set of candidate
controls, ensure that cybersecurity and data privacy awareness will be improved, while keeping the cost low because only a
smaller subset of controlsis applied.

M ethods: The development of the CH methodology relied on the collection of survey responses to extract knowledge and assess
the needs and gaps of 4 different employee groups, i.e, i) Administrative; ii) Medical/Clinical; iii) 1T/Technica; and iv)
Executive/Security, across 3 European healthcare organisations. The online survey including 28 questions was released to
evaluate the situation for all 4 employee groups at each organisation with respect to 7 types of cybersecurity and data privacy
risks (i.e., risk categories). In total, 356 responses were collected and analysed, and we attained detailed results in terms of the
risk levels per organisation, employee group, risk category, and selected topics of interest associated with specific survey
questions. For anonymization purposes, the organisations are randomised and thereafter referred to as HO1, HO2, and HOS.
Indicative high-level findings include: i) Administrative and Medical/Clinical employees at HO3 have fewer high risks compared
to HO1 and HO2. This implies that these employee groups at HO3 seem to better understand the general concepts of cyber
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hygiene and ii) Administrative and Medical/Clinical employees at HO1 and HO2 have medium-high risk evaluation in most risk
categories. Thus, they are encouraged to adopt the controls recommended by our CH methodology to manage these risks and
improve the situation with respect to the personnel’ s cybersecurity and data privacy perception and behaviour.

Results: The information gathered from the questionnaires have been processed and analysed resulting in the application of a
risk assessment procedure to evaluate and quantify various cybersecurity and data privacy risks. These risks have been
discretized into a range of 1 to 5 with 1 representing lowest form of risk and 5 representing highest form of risk from the
employees’ perspective. Thus, we identify the most effective strategy (ranging from ‘acceptance’ to ‘mitigation’) to manage
each risk. Each risk category has been mapped to a set of human-centric, rather than IT-based, controls and implementation
levels (e.g., quarterly training with beginners' level material) based on the corresponding risk management strategy. These are
categorised as Training, Awareness, Motivation, and Rewarding controls. Our mapping empowers the recommendation of the
optimal subset of human-centric controls to implement the identified strategy for managing each risk.

Conclusions: In this paper we present a structured methodology for improving the cyber hygiene perception and behaviour of
personnel in the healthcare sector. The applicability and added value of the proposed CH methodology is demonstrated using real -
life survey data collected at 3 European healthcare organisations. Our findings suggest that there are considerable differences
with respect to human-oriented cybersecurity and data privacy risks across different organisations and diverse employee groups
within the same organisation. By applying the CH methodology, we provide the risk strategies together with the list of
recommended human-centric controls for managing a wide range of cybersecurity and data privacy risks related to healthcare
employees.
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Cyber Hygiene Methodology for Raising Cybersecurity and Data Privacy Awareness in
Healthcare Organisations

Abstract

Background: Cyber threats are increasing across all business sectors and the cost of cybersecurity
and data privacy incidents is rising globally with healthcare being a prominent domain. In response
to the ever-increasing threats, healthcare organisations are enhancing the technical measures with the
use of cybersecurity controls (e.g., firewalls, secure configuration, patch management) that not only
address the essential requirements for certification (e.g., ISO 27001, HCISPP) but also implement
advanced solutions (e.g., incident management, supply chain security) for further protection.
Ultimately, the goal of these controls is to protect and preserve the business continuity of patient
services. Despite the need for technical controls, humans are evidently the weakest link in the
cybersecurity posture of a healthcare organisation. This, in combination with the view that
cybersecurity is as good as its weakest link, suggests that addressing human aspects of cybersecurity
is a key step towards managing cyber-physical risks. In practice, healthcare organisations are
requested to apply general cybersecurity and data privacy guidelines that focus on the human factor.
However, there is limited literature on the methodologies and procedures which can assist healthcare
organisations to successfully map these guidelines to specific controls (interventions), including
awareness activities and training programs, with a measurable impact on personnel. To this end, tools
and structured methodologies for assisting the higher management to select the minimum number of
required controls that will be most effective on the healthcare workforce are highly desirable, but yet
not available to healthcare personnel.

Objective: This paper introduces an exploratory Cyber Hygiene (CH) methodology that employs a
unique survey-based risk assessment approach for raising cybersecurity and data privacy awareness
of different employee groups in healthcare organisations. The proposed CH methodology considers
the human aspects in the chain of cyber defence by focusing on the gaps and needs of individual
employee groups. The main objective of the methodology is to identify the most effective strategy
for managing cybersecurity and data privacy risks and recommend targeted human-centric controls
(e.g., awareness activities, training programs, rewards, etc.) that are tailored to the organisation-
specific needs (e.g., culture, personnel background, employee role and responsibilities, etc.) to
implement the strategy. The recommended controls, which are selected from a larger set of candidate
controls, ensure that cybersecurity and data privacy awareness are improved, while keeping the cost
low due to the recommendation of the most effective combination of controls, which are, in most
times, a subset of all the controls.

Methods: The development of the CH methodology relied on two key methods namely a cross-
sectional exploratory survey study followed by a proposed risk-based approach survey analysis
approach. First, the survey facilitated the collection of responses to extract knowledge and assess the
needs and gaps of 4 different employee groups, i.e., i) Administrative; ii) Medical/Clinical; iii)
IT/Technical; and iv) Executive/Security, across 3 European healthcare organisations (hospitals and
research institutes). The online survey including 28 questions was released to describe the situation
for all 4 employee groups at each organisation with respect to 7 types of cybersecurity and data
privacy risks (i.e., risk categories). Each risk category is represented by an exclusive subset of
questions. Next, we transcribed the responses to the proposed risk-based analysis approach to obtain
insights about the risk levels per organisation, employee group, and risk category. In particular, 5
strategies were defined for managing the risks, while risks were discretized into a range of 1 to 5
with 1 representing lowest form of risk and 5 representing the highest, both from the employees’
perspective. We defined the procedures for quantifying the risk by means of the risk marking
computed from the survey responses. This quantification of risk based on information gathered form
survey responses enabled us to identify the most effective strategy ranging from Mitigation,
Reduction, Monitoring, Checking, and Acceptance.

Results: As a first result, a list of human-centric controls and implementation levels (e.g., quarterly
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personnel training with beginners’ level material) was created including a variety of controls
categorised as Training, Awareness, Motivation, and Rewarding controls. These controls were
associated with risk categories and were mapped to risk strategies for managing the risks related to
all employee groups. Our mapping empowers the computation and subsequently recommendation of
subsets of human-centric controls to implement the identified strategy for managing the overall risk
of the healthcare organisation. An indicative example demonstrates the application of the exploratory
CH methodology in a simple scenario. Finally, by applying the CH methodology in the healthcare
sector we obtained results (i.e., risk markings, identified strategies to manage the risks, and
recommended controls) for each of the 3 healthcare organisations, each employee group, as well as
each risk category. For anonymization purposes, the organisations were assigned a random name
identifier (HO1, HO2, and HO3). Indicative high-level findings include: i) Administrative and
Medical/Clinical employees at HO3 have fewer high risks compared to HO1 and HO2. This implies
that these employee groups at HO3 seem to better understand the general concepts of cyber hygiene
and ii) Administrative and Medical/Clinical employees at HO1 and HO2 have medium-high risk
evaluation in most risk categories. Thus, they are encouraged to adopt the controls recommended by
our CH methodology to manage these risks and improve the situation with respect to the personnel’s
cybersecurity and data privacy perception and behaviour.

Conclusions: In this paper we present an exploratory methodology for improving the CH perception
and behaviour of personnel in the healthcare sector. The applicability and added value of the
proposed CH methodology is demonstrated using real-life survey data collected from 3 European
healthcare organisations. Our findings suggest that the adoption of a risk-based approach to quantify
the risk associated with various human-related cybersecurity and data privacy threats facilitates the
effective management of individual cybersecurity risks across different organisations and diverse
employee groups within the same organisation, i.e., different organisations and/or employee groups
face different risks. By applying the CH methodology, we provide the risk strategies together with
the list of recommended human-centric controls for managing a wide range of cybersecurity and data
privacy risks related to healthcare employees.

Keywords: Cyber Hygiene, Cybersecurity, Awareness, Training, Healthcare, Risk Management

https://preprints.jmir.org/preprint/41294 [unpublished, peer-reviewed preprint]



JMIR Preprints Argyridou et a

Introduction

According to the technical series published by World Health Organisation (WHO) on Primary Health
Care [1], Information and Communication Technologies are nowadays very common with the
introduction of smart phones, tablets and laptop computers. On one hand such technologies have
resulted in a positive impact on patient care with the increasing growth of Electronic Health Records
(EHR). However, such medical databases, which often include personal information and financial
data among others, have resulted in becoming a target for cyber-attacks.

The origins of cybercrime can be traced to the late 1970s as the computer Information Technology
(IT) industry took shape. What began as spam eventually transitioned into computer viruses and
malware (e.g., Wannacry). Inevitably, the rise of cybersecurity incidents is a growing threat to the
healthcare industry, in general, and to hospitals in particular [2]. While the impact of cybersecurity is
not unique to the healthcare industry, the lack of concerted efforts in protecting the healthcare’s
stakeholder data has lagged in comparison to other industries [3]. With the fast digitisation of patient
health records, the impact of data breaches on hospitals causes major economic and intangible
damage. To counteract the impact of cyber-attacks, organisations have adopted governance strategies
to promote best practices for securing the electronic infrastructure of hospitals and other clinical
environments [2], [4].

Existing cybersecurity practices in healthcare organisations are insufficient [3]-[5] and have affected
the integrity of medical data and the confidentiality of patients. Even with increasing instances and
case-studies of cyber-attacks within healthcare organisations, many institutions still remain ignorant
towards cybersecurity and rely on legacy systems such as Windows XP and Windows NT 3.1.
Despite the warning from relevant vendors such as Microsoft who have stated that security updates
and support has been withdrawn for such systems presenting a security risk. One of the main reasons
for healthcare organisations becoming an attractive target for cybersecurity attacks is the large
volume of personal data being handled, which present an economic value in the black market [6].
The weaker security posture in healthcare organisations is mainly due to the lack of cybersecurity
budget, which results in minimal access to technology and expertise. Steve Morgan observes that
healthcare industry will respond by spending $125 billion cumulatively from 2020 to 2025 to beef up
its cyber defences [7]. Such an investment in cyber defence is necessitated by the increasing number
of attacks that has increased five-fold after the COVID-19 pandemic [8]. Such incidents have been
recently witnessed within the Health Service Executive (HSE) of Ireland [9]. A similar case has been
reported in August 2021, where a ransomware attack was launched against the COVID-19
vaccination booking system in the Regione Lazio, Italy [10].

Traditionally, healthcare organisations have not considered an investment in cybersecurity as
necessary, as the focus has predominantly been on providing patient care and people believed that
there would be no motivation to attack these organisations. However, recent findings have illustrated
that healthcare data is considerably more valuable than any other data. On the other hand, the
increasing use of Internet of Things (IoT) technologies in healthcare have increased the attack
surface beyond information security to physical safety. Following the increasing familiarity and
convenience of using single digital devices for both personal and professional activities, Wani et al.
notes that major challenges to healthcare IT infrastructure stems from the use of devices with
insufficient security controls by hospital staff, lack of control or visibility for the management to
maintain security requirements [11]. Additional factors such as lack of awareness among hospital
staff and the lack of direction or guidance for secure use of Bring Your Own Device/Phone (BYOD/
BYOP), poor user experience, compliance on legal requirements for accessing secure healthcare IT
systems, shortage of cybersecurity skills, and loss of devices are also cited as a cause for security
threats. Despite advances in the field of IT systems to enhance the overall security of healthcare
organisations, critical challenges remain due to the lack of emphasis on human factors in
cybersecurity.

As a significant proportion of cyber-attacks are directed towards the users through deceptive means
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such as spam emails and application masquerading, the users play a critical role in cybersecurity
alongside technical controls. This is particularly the case in healthcare as deceiving a nurse, doctor,
healthcare IT professional or administrator can impact the privacy and physical safety of patients.
For example, Saxon et al. have demonstrated that implantable medical devices (e.g., pacemakers and
cardioverter-defibrillator) are susceptible to adversarial interference (remotely) violating not only the
integrity and confidentiality of patients' data and medical telemetry, but could also compromise
patients' physical safety [12].

In a recently published systematic survey by Nifakos et al., the authors conclude that there is a
fundamental paradigm shift from targeting IT infrastructure as a vulnerability of a healthcare
organisation to focus on the human vulnerability who rely on the existing IT infrastructure [13]. One
of the key observations from the authors relates to the crossover of personal information between
social media usage by healthcare professions, which has proved to be a successful source of
information for launching targeted phishing attacks. Jalali et al. conducted a research on the facts
affecting employee decision-making that enables them to click on phishing links [14]. The study
focussed on the clicking behaviour which was analysed using the Theory of Planned Behaviour
(TPB). The authors conclude that there is a strong correlation between employee workload and the
behaviour of non-compliance while responding to phishing attacks. As a result of the survey [13], the
authors have proposed to implement training modules to promote the use of privacy setting options
provided by the social media platforms. The authors additionally acknowledge that there needs to be
a targeted organisational programme to undertake cyber risk and privacy impact assessment leading
to the identification of potential healthcare infrastructure vulnerabilities. Such a programme should
place a high degree of emphasis to consider a human-centric approach. Additionally, the authors also
acknowledge the fact that despite several organisations and researchers have identified the need for
delivering cybersecurity training to healthcare professionals, there is little consensus on the
curriculum and systematic methodology for evaluating the impact of cyber hygiene. The review
presents in detail several case-studies which are often experienced by the healthcare professionals,
including front line medical staff, nurses, management teams and hospital administrators to name a
few.

In the past, studies on security training in healthcare have investigated offering education to
healthcare professionals aimed at gaining awareness on digital applications and platforms for raising
knowledge on healthcare data privacy and security risks [15]. The authors have further highlighted
the factors to consider while designing training and awareness programmes for healthcare personnel.
The effect to which security training and awareness programmes work for different users has been
studied from multiple angles. Heartfield et al. have shown that against deception-based attacks, such
as semantic social engineering, self-study and work-based training are considerably more effective
than formal education in cybersecurity [16]. While [17] has indicated that training materials from
security experts, third-party organisations and peers can also positively influence cybersecurity
practices.

Among the several barriers and reluctance in adopting several recommendations which have been
summarised in the literature identified within the healthcare sector [13], the critical lack of funding
dedicated to secure the IT infrastructure of healthcare organisations has been cited as a critical
limitation. In contrast to the other digital industrial sectors, such as finance, banking, media and
others, the main driver of revenue is successful delivery of healthcare services. Additionally, as all
healthcare services are delivered to the patients by humans, the financial structure of healthcare
organisations aims to prioritise expenses to retain human capital. This phenomenon is reflected in the
lack of ‘Chief Information Security Officer’ serving as an official member of several healthcare
boards.

Despite economic challenges often encountered by healthcare organisations, there is recently
increasing evidence of investment, decided by hospitals' management to strengthen IT infrastructure
[4]. While some of these endeavours might be voluntary, the data governance policies enacted by
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national authorities have also acted as a catalyst to the increasing cybersecurity budgets. However,
the successful adoption of digital transformation strategies within the healthcare industry relies on
the successful acceptance among healthcare professionals towards addressing risks posed by cyber
threats. Thus, it is important to deliver awareness and training programs for healthcare
professionals. The role of human behaviour in coping with cyber-attacks and strengthening cyber
defences is grouped into the theme of “human factor” in cybersecurity.

In general, healthcare organisations strive to apply cybersecurity and data privacy guidelines that
focus on the human factor. This is because general guidelines are typically hard to map to specific
controls (e.g., awareness activities and training programs) with a proven positive effect on the
personnel, while avoid overspending by implementing unnecessary or less relevant controls.
Currently, there is a lack of tools and methodologies for assisting the higher management to select
the necessary controls that will have the greatest impact on the healthcare personnel. This is the key
challenge that the proposed CH methodology addresses.

The exploratory CH methodology is outlined in Figure 1 and comprises five steps.

1. Knowledge extraction through a survey questionnaire: This step involves extracting
knowledge and assessing the needs and gaps of different employee groups at healthcare
organisations through a set of questions in a survey questionnaire.

2. Response processing and analysis: At this step, the responses collected from the participants
are processed and analysed to evaluate the cybersecurity and data privacy risks and quantify
them through their risk marking.

3. Risk strategy identification: At this step, the most effective strategy to manage each risk is
identified.

4. Recommendation of controls: At this step, the human-centric controls that are mapped in
advance with a specific strategy are recommended to implement the identified strategy.

5. Application of the controls to the personnel: At this final step, the management team can
apply the controls to the workforce to improve the level of cybersecurity and data privacy
awareness.

The empty arrow that closes the loop from step 5 to step 1 indicates that running the survey again

after some time, to confirm that the situation in terms of cybersecurity and data privacy

awareness has improved after the application of the recommended controls, is left as future work.
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Figure 1 - Outline of the exploratory Cyber Hygiene methodology based on survey data and
risk assessment.
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Methods

Study design

A cross-sectional exploratory survey study together with a proposed risk-based survey analysis
approach were designed and deployed in order to describe Cyber Hygiene awareness within three
healthcare organisations participating in the CUREX project.

Survey construction

The survey was designed to capture different aspects of employee awareness in cybersecurity, data
privacy/data protection, employee training and use of connected devices. The procedure to construct
the survey is illustrated in the diagram in Figure 2. First, the working group for the CUREX project
together with representatives from all three healthcare organisations formed a consensus group that
performed an initial review of existing literature and resources on Cyber Hygiene including relevant
documents by healthcare agencies such as the U.S. Department of Health and Human Services
(HHS) that highlight the top threats in this sector [18], reports and recommendations by international
cybersecurity organisations and centres such as the European Network and Information Security
Agency (ENISA) [19],[20][21],[22] the European Cyber Security Organisation (ECSO) [23], and the
Center for Internet Security (CIS) [24], as well as previous surveys on this topic [25, 26]. The
consensus group consisted of sixteen members with a differential background ranging from IT and
cybersecurity expertise, technical and medical academia, to healthcare professionals. Next, the
consensus group identified the main employee groups in healthcare organisations, i.e.,
Administrative, Medical/Clinical, IT/Technical, and Executive/Security personnel; see the study
population part below for details. The intuition is that employee groups are not equally vulnerable to
cybersecurity threats because they have varying awareness level in cybersecurity and data privacy
and undertake daily tasks that do not expose them to the same risks. Next, after consulting the
representatives from the three healthcare organisations, various risks were recognised (e.g.,
employees not being aware of cyber threats in the healthcare sector, not considering cybersecurity
during daily work, not knowing about internal security procedures, etc.) followed by clustering in
representative risk categories; see the risk categories and descriptions in Error: Reference source not
found. Then, an initial list of questions was prepared and associated with each risk category aiming
to quantify the relevant risk according to the responses. The questions were reviewed and refined in
multiple iterations. The process was repeated when new risks were recognised, leading to new risk
categories and/or adaptation of previously defined categories followed by the addition of other
questions. Finally, after several review rounds the consensus group concluded on a final survey with
a total of 28 questions; see the list of questions in the Appendix. The survey questions were prepared
in English, later translated to the native languages of the healthcare organisations in the CUREX
project, and administered in all three languages.

Form Identify Recognise risks Cluster Associate risks Compile final
consensus »l employee » in healthcare » risksin »  with survey > survey
group groups organisations categories questions questionnaire
-
Revise
questions

Figure 2 Diagram of the procedure to construct the survey.

Mapping the Cyber Hygiene landscape by reviewing existing literature and studying the available
resources was fundamental for compiling the final survey questionnaire. For instance, driven by the
list of top threats in healthcare, specific questions were included to reveal how familiar are the
employees working in this sector with these threats, if they are aware of relevant incidents, both
inside and outside their organisation, whether they are able to recognise such incidents at the early
stages, and how confident they feel to handle them. In addition, given the nature of these top threats
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it was decided to define the risk categories and the associated survey questions in a way that there is
a clear distinction between the cybersecurity and the data privacy risks.

Finally, the recommendations by cybersecurity agencies and organisations are reflected in several
risk categories and associated survey questions. These recommendations include, for instance, i)
raising cybersecurity awareness, ii) secure medical and portable devices including Bring-Your-Own-
Device (BYOD) and Bring-Your-Own-App (BYOA) schemes, iii) secure physical access and health
information, and iv) educating users against social engineering attacks (e.g., phishing emails).

Study population

In each healthcare organisation we identified four main employee groups, which were all eligible for

the survey study:

* Administrative (e.g., administration manager, secretary, reception, call centre, human resources,
etc.)

® Medical/Clinical (e.g., department/unit manager, doctor, nurse, etc.)

e [T/Technical (e.g., IT manager, IT staff, software developer, etc.)

e Executive/Security (e.g., Director, Sub Director, Hospital Manager, Chief Information Security
Officer (CISO), Chief Security Officer (CSO), Data Protection Officer (DPO), etc.)

The first two groups, i.e., the Administrative and the Medical/Clinical groups, typically had more

employees compared to the IT/Technical and Executive/Security groups.

The participation of users in the study was carried out through a systematic recruitment process,

which was launched using either proprietary (such as internal e-Learning tools or through email

campaign) or open online survey tools (e.g., EU Survey tool). Additional channels of recruitment

included participation through emails and use of existing eLearning platforms, which were often

used by hospital doctors about medical learning and other events. The user recruitment process was

carried out between mid-June 2020 and lasted until end of September 2020. All participants had

access to the survey preamble with information about the purpose of the survey. All participants

provided their digital consent before proceeding with the survey questions. Duplicate entries were

avoided by preventing users with the same IP address access to the survey twice.

The confidence interval based on the survey responses with respect to the population size was

determined by P < 0.05 (95% confidence level). For the calculation, the online confidence interval

calculator was used [27]Error: Reference source not found. More specifically, the following formula

is used:

Confidence Interval =+ ,88=

pop
where z is the value of the confidence level (e.g., 1.96 for 95% confidence level), p is the percentage
of picking a choice expressed as decimal (e.g., 0.5), s is the sample size (i.e., number of responses),
and pop is the population size.

Risk Categories

The survey questions were grouped in seven risk categories based on their topic and structure, as
shown in Error: Reference source not found, which facilitated risk analysis and profiling of each
employee group. The first column provides the name of the risk category, the second column lists the
number of the associated survey questions, while the third column describes the risks of the
corresponding category.

Table 1: Risk categories for all employee groups
Risk Category Survey
Questions | Risk description
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Cyber Hygiene 2,3,4 Not aware of what Cyber Hygiene is
Cybersecurity Not aware of cybersecurity threats in healthcare and
Awareness 8,11, 13 related incidents

Not aware of what General Data Protection Regulation
Data Privacy/Protection | 5, 6, 8, 12, | (GDPR) is, data privacy/protection threats in healthcare
Awareness 14 and related incidents

Not attending existing training, not considering

cybersecurity during daily work, not knowing about

9, 15, 17, | internal procedures for cybersecurity threats, limited

Cybersecurity Training | 20 knowledge about cybersecurity (self-assessed)

Not attending existing training, not considering data

privacy during daily work, not knowing about internal

procedures for data privacy threats and who is responsible
Data Privacy/Protection | 7, 10, 16, | for data protection, managing personal data frequently,
Training 18, 19, 21 | limited knowledge about data privacy (self-assessed)

Limited number of communication channels that are
Communication available in the organisation or preferred by employees,
Channels 22, 23,24 | and limited communication with IT personnel

Not aware of or not following policies, guidelines, or best

practices about remote connection, using public access
Secure connection and | 25, 26, 27, | networks, using personal devices (BYOD), and using
use of devices 28 personal USB sticks

Survey questions
Among the 28 survey questions, each question could be a single-answer or a multiple-answer
question. Additionally, survey questions had one of the following Likert scale type questions to
describe the extent of the respondent’s awareness, agreement, frequency in use (adoption of cyber
hygiene practices), knowledge, and satisfaction.

e YES/NO/ I don’t know (awareness)

e 1 =1Istrongly disagree | 5 = I strongly agree (agreement)

e 1= Never |5 = In every daily activity (frequency in use)

¢ 1 =T1have no knowledge | 5 =1 am an expert (knowledge)

e 1= Very disappointing | 5 = Very Satisfying (satisfaction)
Among the different types of questions outlined above, the scale of 1 represents the lowest value
while 5 represents the highest value of the impact, that correspond to each question. Based on these
marks we described the awareness and understanding of cyber hygiene for each respondent, but also
of each employee group in total. Each of the employee group members were asked to go through
identified statements to determine their awareness and relevance in terms of the survey purpose on a
scale of 1 to 5, where 1 means no awareness or relevance, while 5 means high awareness or
relevance. Based on the responses collected from the participants, we described the extent of
awareness and relevance for each employee group and suggest an appropriate strategy and associated
controls for raising cybersecurity and data privacy awareness.

Risk-based survey analysis approach

In the following, we describe a proposed risk-based approach for the analysis of the survey
responses. The aim is to design effective processes to increase awareness and training on cyber
hygiene. These processes include identification, analysis, monitor, evaluation, and treatment of
various risks that each healthcare organisation may have. By applying these risk processes, we
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describe the risks by using a risk matrix with a scoring system (1-5). Then, we proceed with
evaluating the risks, which point to specific risk strategies for managing the associated risks towards
raising cybersecurity and privacy awareness of different employee groups. Risk strategies are
mapped to a recommended subset of controls to manage the risks of each employee group.

Risk strategies

The impact-probability risk matrix is shown in Table 2. This matrix has two dimensions, namely the
risk probability, which shows the likelihood of a risk to happen, and the risk impact, which shows the
importance and severity of the risk.

Table 2: Impact-Probability risk matrix

Risk Impact

Significan
t

Risk Probability

Negligible | Minor Moderate Severe

Very Likely Low Med Med Hi

Likely Medium

Possible Low Med Med Hi
Unlikely Low Med

Very Unlikely

By multiplying the risk probability with the risk impact, we get the risk evaluation marking that
shows whether the risk is low, medium, or high.

The risk evaluation matrix, which points to specific risk strategies based on the risk evaluation
marking, is shown in Table 3. Each risk strategy corresponds to specific controls for mitigating,
reducing, monitoring, checking, and accepting risks. For instance, when the risk is higher, then the
trainings should be more often (e.g., weekly) starting from basic information (e.g., beginners’ level
material). In a similar fashion, when the risk is lower, then the trainings could be less often (e.g.,
monthly, or quarterly) including more details (e.g., advanced level material). Finally, if the risk is
very low, then it is acceptable, and the employees are acknowledged and rewarded for following
good cyber hygiene practices.

Table 3: Risk evaluation matrix

Mitigate the risk: Improve Skills / Raise
Mitigation Awareness / Monthly or Weekly actions for
Beginners level

Reduce the risk: Improve Skills / Raise Awareness /

[20 - 25]

[15-19] LIS Reduction Quarterly or Monthly actions for Intermediate

High level

Monitor the risk: Increase Awareness / Semi-
[10 - 14] Medium Monitoring Annually or Quarterly actions for Intermediate
or Advanced level
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5 - 9] Low- Checkin Check the risk: Retain Awareness / Annually or
Medium g Semi-Annually interventions for Advanced level
[1-4] Acceptance Accept the risk: Acknowledgment / Rewards

Risk Procedures

To use the risk evaluation matrix (Table 3), below we define the risk impact and the risk probability.
In Table 4 the risk impact is defined with a scoring system from 1 to 5 based on the structure of the
survey questions. The lowest risk impact has the lowest mark (1), while the highest impact has the
highest mark (5). Medium marks (2-4) indicate medium risk impacts.

Table 4: Risk impact definition for different types of survey questions

. YES/NO/ .
Risk Impact Frequency | Agreement Knowledge (I  don’t Multiple
Answers
know
Daily Strongly agree | In-depth YES All selected
Many
Low-Medium | Weekly Agree Very well selections
I don't | Enough
Medium Monthly Can't say Well know selections
Few
Medium-High | Rarely Disagree Heard of it selections
Strongly One or
Never disagree Never heard [ NO nothing

In Table 5, the risk probability is defined based on the total amount of the responses. When the total
number of responses is high, then the likelihood of the risk to happen is higher, while when the total
number of responses is small then the likelihood is low.

Table 5: Risk probability definition

Responses in total
(Re) e.g., Re =100
[0 - Re* (1/5)) [0-20)
Unlikely [Re* (1/5) - Re*(2/5)) [20-40)
Possible [Re*(2/5) - Re* (3/5)) [40-60)

Likel [Re* (3/5) - Re*(4/5)) [60-80)
[Re*(4/5) - Re] [80-100]

Risk Probabilit

In order to calculate the risk marking, we apply the following formula:

Risk Marking= Y, riskimpact |i| *risk probability |i|* RF
i=1
where,
i=1,... ,n is the number of responses and RF is the Risk Factor.

For the RF, the following formula is applied:
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Risk Factor= 5
NoQ#*NoR
where

NoQ is the total number of questions of each risk category, NoR is the total number of responses of
each employee group for each organisation. The number 5 is chosen as the maximum mark of the
scoring system, so that we can reach the highest level of possible risk.

An example risk marking calculation as part of the risk-based approach is provided in the Results
section.
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Discussion

Rationale of human-centric controls

To implement the high-level action plans for the risk strategies shown in Table 3, we need relevant
human-centric controls, i.e., measures and interventions’, to be associated with each risk strategy. As
most resources recognise training and awareness campaigns as a key prerequisite in increasing
awareness and achieving a common understanding of cyber threats and security risks at all
hierarchical levels, the proposed list includes targeted Training and Awareness controls. As the use of
rewards has been reported in the literature to be beneficial for encouraging and motivating
employees to adopt desirable behaviours [32], [33], our list includes also Motivation and Reward
controls.

In particular, a subset of the proposed controls are inspired by the sub-controls presented in the CIS
report “CIS Control 17: Implement a Security Awareness and Training Program v7.1” [28]. These
controls are properly adapted to the objectives of Cyber Hygiene within the EU-funded H2020
project CUREX [29], e.g., there are separate controls for cybersecurity and data privacy. Notably, the
CIS Controls report v8 released in May 2021 includes the control “Conduct Role-Specific Security
Awareness and Skills Training”, which is captured by our approach through the consideration of
different employee groups. Some Motivation controls are adopted to incorporate the notion of
nudges that are proposed in the Secure Behaviour Nudging Tool [30] developed in the context of the
H2020 PANACEA project [31]. In general, nudges are behavioural interventions that usually take
place timely, i.e., during the daily work, rather than “out-of-context” training in the classroom.
Finally, additional controls are introduced by the CUREX research team and are inspired by
guidelines and good practices applied across various domains. These include Awareness controls
(e.g., inclusion of cybersecurity and data privacy in the agenda of each meeting that takes place in
the healthcare organisation) and Reward controls that are intended mainly to acknowledge
employees that behave responsibly and celebrate desirable practices within the organisation on
various occasions.

Selecting controls for each risk strategy

The main idea for selecting controls that are relevant to each risk strategy (Table 3) is the following.
As a risk is increasing and the risk strategy changes from “Acceptance” to “Checking” to
“Monitoring” to “Reduction” and finally to “Mitigation”, then the applied controls should move from
“Rewarding” to “Motivation” to “Awareness” and finally to “Training” controls to address and
properly manage the risk. The intuition is that, for example, the “Motivation” controls assume some
level of awareness to be effective; thus, these controls cannot help in the case of “Reduction” or
“Mitigation” risk strategies, where lack of awareness and/or knowledge is observed. Moreover, the
“Training” controls are expected to have a larger impact in managing the risk when they are
combined or applied after “Awareness” controls. In addition, moving from “Monitoring” to
“Reduction” and finally to “Mitigation”, implies that the frequency of the “Awareness” and
“Training” controls should be increased, so that the employees are more frequently exposed to the
awareness messages and training material. In contrast, the content level of awareness and training
should be decreased, e.g., beginners level content is more appropriate in the “Mitigation” risk
strategy, while advanced level content better fits the “Monitoring” risk strategy because the
employees have a baseline awareness and/or knowledge of the corresponding risk.

Results

Candidate human-centric controls

For this study we came up with a list of 19 candidate controls C1-C19, which are listed in Error:
Reference source not found, followed by the association of controls with each risk category, as

! The single term “controls” will be used hereunder to include measures, controls, and interventions.
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shown in Error: Reference source not found.
The candidate controls in Error: Reference source not found are categorised as follows:
¢ Training controls: C1, C2, C6, C7, C8, C9, C10, C11
e Awareness controls: C3, C4, C5, C12, C13
e Motivation controls: C14, C15, C17
¢ Rewarding controls: C16, C18, C19
Table 6: Candidate human-centric controls
No | Control Title Control Description Related
Resource
Perf kill lysi he skill I -
Perform a Skills Gap erform a skills gap analysis to understal'nd the s ills CIS Sub
C1 Analvsis and behaviours employees are not adhering to, using | control
Y this information to build a baseline education roadmap. | 17.1
Deliver Training to | Deliver training to address the skills gap identified to CIS  Sub-
C2 . . .. . , . . control
Fill the Skills Gap positively impact employees’ security behaviour. 172
Implement a Create a cybersecurity awareness progra.m. for CIS Sub-
. employees to ensure they understand and exhibit the
C3 | Cybersecurity . : control
necessary behaviours and skills to help ensure the
Awareness Program . -\ 17.3
security of the organisation.
Implement a Data Create a data privacy awareness progra‘rn‘ for CIS  Sub-
. employees to ensure they understand and exhibit the
C4 | Privacy Awareness . . control
necessary behaviours and skills to help ensure the
Program . o . 17.3
security of the organisation.
Ensure that the organisation’s security awareness
. CIS Sub-
Update  Awareness | program is updated frequently to address new
C5 . . control
Content Frequently | technologies, threats, standards, and business 17.4
requirements. ]
Train Workforce on . . . CIS Sub-
Train employees on the importance of enabling and
C6 | Secure utilising secure authentication control
Authentication 5 ' 17.5
Train Workforce on | Train employees on how to identify different forms of | CIS Sub-
C7 | Identifying  Social | social engineering attacks, such as phishing, phone | control
Engineering Attacks | scams, and impersonation calls. 17.6
Conduct Mock | Conduct mock social engineering attacks (phishing, | CIS Sub-
C8 | Social Engineering | phone scams, and impersonation calls) to assess the | control
Exercises readiness and response level of the employees 17.6
Train Workforce on . . . CIS Sub-
o Train employees on how to identify and properly store,
C9 | Sensitive Data i S . control
. transfer, archive, and destroy sensitive information.
Handling 17.7
Train Workforce on | Train employees to be aware of causes for
. . . .| CIS  Sub-
C1 | Causes of | unintentional data exposures, such as losing their control
0 Unintentional Data | mobile devices or a USB stick with sensitive data, 17.8
Exposure emailing the wrong person, etc. ]
Train Workforce | Train employees to be able to identify the most | CIS Sub-
C11 | Members on | common indicators of an incident and be able to report | control
Identifying and | such an incident. 17.9
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Reporting Incidents
Include . : .
C1 oo Set Cybersecurity as a standing agenda item at | CUREX
Cybersecurity in the . .
2 ., meetings. project
meetings’ agenda
Incl Pri
C1 .HC ude Data H.V ac§’f Set Data Privacy as a standing agenda item at | CUREX
3 in_the meetings meetings roject
agenda &s- PTo]
Introduce nudges to | Introduce nudges as behavioural interventions to
C1 | motivate motivate and encourage employees to adopt desirable | PANACE
4 cybersecurity cybersecurity behaviours that they are already aware | A project
behaviours of.
Introduce nudges to | Introduce nudges as behavioural interventions to
C1 . . . PANACE
motivate data | motivate and encourage employees to adopt desirable .
5 . . . . A project
privacy behaviours data privacy behaviours that they are already aware of.
Acknowled
cxnowledge Acknowledge employees that demonstrate
employees that cybersecurity and data privacy behaviours (e.g., report
C1 | behave in al Y . 4 6 TEP CUREX
. to the IT scam emails, suspicious incidents, etc.) and .
6 cybersecurity and . o . project
. reward them (e.g., introduce awards like 'Cybersecurity
data PEVACY | Employee of the Year")
responsible way ploy )
Nominate an employee within each department/team in
Introduce % | the organisation who, given some specific skills and
C1 | cybersecurity  and 8 Mk 1o . °P CUREX
. knowledge, will be responsible to promote .
7 data privacy ; . . i .. | project
. cybersecurity and data privacy best practices in daily
champion role
work.
Introduce a specific day/week/month during the year
Celebrate for celebrating cybersecurity, e.g., the National Cyber
;]1 ;:v}\,/:ferflizsmy K Security Awareness Month (NCSAM) observed in the C:jE‘CEtX
specific occasions USA and the European Cybersecurity Month (ECSM), pro]
P both celebrated during October.
Celebrate Data | Introduce a specific day/week/month during the year
C1 | Privacy/Protection for celebrating data privacy and protection, e.g., the | CUREX
9 awareness on | Data Privacy Day in the USA and the European Data | project
specific occasions Protection Day both observed every January 28th.

Obviously, not all controls are appropriate for all risk categories shown in Error: Reference source
not found for all employee groups. Note, however, that a specific control may be relevant to multiple
risk categories. To this end, each risk category has a list of associated controls and either all or a
subset of the associated controls can be applied as part of the identified risk strategy, as shown in
Table 7.

Table 7: Recommended controls for the risk categories of all employee groups

Risk Category (All employee groups)

Recommended controls

Cyber Hygiene

C3, C4, C5, C12, C13, C16, C17, C18, C19

Cybersecurity Awareness

C3, C5, C11, C12, C16, C17, C18

Data Privacy/Protection Awareness

C4, C5, C11, C13, C16, C17, C19

Cybersecurity Training

C1, C2, C7, C8, C11, C12, C14, C16, C17,C18
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Data Privacy/Protection Training C1, C2, C9, C10, C11, C13, C15, C16, C17, C19
Communication Channels C3, C4, C5, C14, C15, C17

C3, C4, C5, C6, C9, C10, C14, C15, C16, C17,
Secure connection and use of devices C18, C19

Moreover, different implementation levels can be considered for an individual control. For instance, a
control that is related to training (e.g., C2 and C6) or a control that implements an awareness
program and updates its content (e.g., C3, C4, and C5) may have varying implementation levels, e.g.,
frequency (i.e., weekly, monthly, quarterly, semi-annually, or annually), content level (i.e., beginners,
intermediate, or advanced level), and target audience (i.e., Administrative, Medical/Clinical,
IT/Technical, Executive/Security personnel). These implementation levels can be properly selected
for the identified risk strategy depending on the employee group.

Mapping of controls to risk strategies

An indicative mapping of candidate controls (Table 6) with respect to risk strategies (Table 3) and
risk categories (Table 1) is illustrated in Table 8.

For instance, for the “Cyber Hygiene” risk category, as we move from the “Acceptance” risk strategy
to the “Mitigation” risk strategy more aggressive and effective controls are recommended to be
applied for addressing the increasing risk. In this case, the controls C3 and C4, which are related to
the implementation of a cybersecurity and a data privacy awareness program respectively, can be
implemented monthly or weekly (i.e., frequency level) for beginners (i.e., content level) in the
“Mitigation” risk strategy because the personnel is totally unfamiliar with Cyber Hygiene; while in
the “Reduction” risk strategy the awareness programs can be implemented quarterly or monthly with
intermediate level content, as the employee group has some basic knowledge of what Cyber Hygiene
is.

In the case of the “Cybersecurity Training” risk category, as shown in Error: Reference source not
found, the controls C1 and C2 related to the analysis and filling of skills gap could be used only in
the “Mitigation” risk strategy because the employee group probably lacks basic cybersecurity skills
(e.g., selecting a strong password) and has limited knowledge about cybersecurity. On the other
hand, the controls C7 and C8 related to training for identifying social engineering attacks (e.g., in
person, over the phone, or through phishing emails) and conducting mock social engineering
exercises (e.g., fake phishing emails sent out by the organisation’s IT department) are recommended
in both “Mitigation” and “Reduction” risk strategies. This is because social engineering is probably
the most serious threat that the healthcare workforce needs to defend against. Again, the frequency
(i.e., monthly, or weekly vs. quarterly or monthly), the content level (e.g., baseline phishing emails
for beginners vs. more sophisticated phishing emails with email address spoofing), and the target
audience are adapted according to the risk strategy.

For these two risk categories listed in Error: Reference source not found, the “Monitoring” risk
strategy may include mild controls, e.g., C12 and C17 for discussing cybersecurity in internal
meetings and assigning a cybersecurity champion in the team/department to monitor the situation; or
in the case of the “Cybersecurity Training” risk category the strategy may include training on
identifying and reporting incidents (i.e., C11) other than social engineering attempts. This is because
for this risk strategy, the employee group can be assumed to have adequate knowledge of social
engineering attacks, how to recognise, to defend against them, and inform their IT department; thus,
the focus should be on different types of suspicious events or behaviours. In addition, for the
“Cybersecurity Training” risk category, the “Monitoring” risk strategy may also include nudges (e.g.,
to encourage updating more often and choosing stronger passwords for their accounts) because this
risk strategy assumes some level of awareness and basic knowledge of the underlying threats and
nudges aim to motivate desirable cybersecurity behaviours to further reduce the associated risk.
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Finally, for the “Checking” and “Acceptance” risk strategies, where the corresponding risk can be
considered tolerable, the recommended controls include mainly acknowledging and rewarding
desirable and “good-example” behaviours by individuals or teams within the healthcare organisation,
as well as celebrating cybersecurity event occasions.

Table 8: Indicative mapping of controls to risk strategies for the risk categories of all employee
groups

Risk Caesory i o o
Reduction Monitoring | Checking
oy M C3, C4, C5,|C3, C4, C12, | C12, C13, | C16, C(C17,| C16, C18,
C12,C13 C13, C17 C17 C18, C19 C19
Cybersecurity C3, G5, C11, | C3, C5, C11, | C11, C12, | C16, (17, | C16,C18
Awareness C12 C12,C17 Cc17 C18
Data Privacy/ | C4, C5, C11, | C4, C5, C11, | C11, C13, | C16, C(C17,| C16,C19
Protection C13 C13, C17 c17 C19
Awareness
Cybersecurity C1, C2, C7,|C7, C8, C11, | C11, C12, | C14, (16, | C16,C18
Training C8, C11 C12,C17 C14, C17 C17,C18
Data Privacy/ | C1, C2, C9, | C9, C10, | C11, C13, | C15, (16, | C16,C19
Protection C10 Cl11, C13, | C15, C17 C17, C19
Training C17
Communication C3,C4,C5 C3, C4, C5, | C14, C15, | C14, (15, -
Channels C17 C17 C17
Secure connection C3, C4, C5,| C3, C4, C5,| C10, Cl14, | C14, (15, | C16, C18,
and use of devices Ce, C9, C10 | C6, C9, C10, | C15, C17 C16, C(C17,]|C19
C17 C18, C19

Example application of the proposed risk-based survey analysis approach

In the following, we provide an example application of the proposed risk-based approach to
demonstrate in a simple way how it works in practice. In this example, we consider the
Administrative employee group at one of the CUREX partner healthcare organisations.

First, the risk category is given with the corresponding number of questions in Error: Reference
source not found. The types of these specific questions are agreement (i.e., questions 3 and 4) and
awareness — YES/NO/I don’t know (i.e., question 2). “Re” represents the number of responses for
each case and “Marks” represents the corresponding mark.

Table 9: Example application of the proposed risk-based survey analysis approach

Risk Survey Total Agreemen | Re | Marks | YES/ Re | Marks
Category | Question | Question |t NO/
s ] DON’T
KNOW
Cyber Zt;;):egly 9 1 Yes 1
Hygiene 2,3,4 3 Agree 11 5 5
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Can’t Say |2 3 Don’t 3
know

Disagree 6 4 4

Strongly 2 5 No 15 5

Disagree

Thus, the first step is the collection of the responses and rating them, using the scoring system from 1
to 5, for this risk category. Next, we calculate the risk marking by multiplying Re with Marks. Then,
we sum them all up and we multiply the result with the corresponding RF.

Following, we give the risk calculation of the above example.

Risk Marking=((9x 1)+ (11x2)+(2x3)+(6x4)+(2x5)+(15x5)) x RF~ 16 € [15 - 19],
where RF=5/(3 x 15)

The risk marking, which is rounded to a whole number, is 16. By using the risk evaluation matrix,
this risk marking shows that the risk is “Medium-High” and the corresponding risk strategy is
“Reduction”; see Table 3. In this case, the recommended controls to address and manage the risk
related to Cyber Hygiene (see Error: Reference source not found) include C3, C4, C12, C13, C17,
where the controls C3 and C4, related to the cybersecurity and data privacy awareness programs
respectively, can be implemented quarterly or monthly with intermediate level content.

Application of the exploratory Cyber Hygiene methodology

This section presents the results of applying the exploratory methodology to the CUREX healthcare
organisations (hospitals and research institutes) including the survey demographics, the risk-based
analysis of the survey responses, and our observations. For anonymising the survey results and
findings, the names of the three Healthcare Organisations (HO) have been randomised and replaced
by HO1, HO2, and HO3. The analysis of the results is performed with regards to three different
aspects. Specifically, in the following sections we first present the survey demographics and then
report a sample of the results with general remarks and discussion regarding the following
Dimensions (D):

. D1 - Healthcare Organisation (HO2)
. D2 — Employee Group (Medical/Clinical)
» D3 — Risk Category (Cybersecurity Awareness)

Survey Demographics
The demographics of the survey respondents of the three CUREX healthcare organisations are listed
in Error: Reference source not found including the employee groups, the population size, the total
number of responses, and the confidence interval for HO1, HO2, HO3 respectively.

As we observe in Error: Reference source not found, in some cases the total number of responses is
much smaller compared to the population size. As a result, the confidence interval for some of the
employee groups is not small enough.

Table 10: Survey demographics for the Healthcare Organisations in the CUREX project
HO1 HO2 HO3

Popul | Resp | Confi | Popul | Resp | Confi | Popul | Resp | Confi
ation | onses | dence | ation | onses | dence | ation | onses | dence

Interv Interv Interv
al al al
(95%) (95%) (95%)
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Administr | 278 15 24.66 | 24 16 14.45 | 78 16 21.98
ative

Medical/ 1437 | 29 18.02 | 2730 | 178 7.1 554 70 10.96
Clinical

Executive/ | 88 16 22.29 | 12 3 51.18 | - - -
Security

IT/ 12 11 8.91 5 2 60.01 |- - -
Technical

Note that for the last organisation (HO3), there are no responses for the Executive/Security and the
IT/Technical groups, therefore these are not included in the above table.

Analysis of results D1 — Healthcare organisation

In the following, Figure 3 illustrates the results of the application of the risk-based approach in our
CH methodology for the risk categories pertaining to all employee groups at the HO2.

In Figure 3, the x-axis represents the risk categories, while the y-axis represents the risk evaluations
as Low (1), Low-Medium (2), Medium (3), Medium-High (4), and High (5). According to the risk
evaluation matrix, these risk evaluations point to specific risk strategies and associated controls to
manage the underlying risks.
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Figure 3 -
Findings for all employee groups at HO2

Results for all employees in Figure 3, indicate that the risks are mostly Medium and Medium-High
with risk strategies being “Monitoring” and “Reduction”, respectively. Findings for the I'T/Technical
group imply that employees have high awareness on Cyber Hygiene since the risk for the
corresponding category is Medium-Low. In contrast, this group demonstrates high risk for the risk
category “Secure Connection and use of devices”, which means that controls should be applied to
properly manage this risk compared to the other three employee groups. Specifically, based on Error:
Reference source not found in order to address this risk, the controls C3, C4, C5, C6, C9, and C10
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need to be customized with respect to their frequency and content (if applicable) and then targeted to
this specific group as shown in Table 11.

Table 11 - Subset of Human-Centric Controls for the IT/Technical group at HO2

No | Control title Implementation level
Frequency Content level
C3 | Implement a Cybersecurity Awareness | Monthly or | Beginners
Program Weekly
C4 | Implement a Data Privacy Awareness | Monthly or | Beginners
Program Weekly
C5 | Update Awareness Content Frequently Monthly or | N/A
Weekly
C6 | Train Workforce on Secure | Monthly or | Beginners
Authentication Weekly
C9 | Train Workforce on Sensitive Data | Monthly or | Beginners
Handling Weekly
C1 | Train Workforce on Causes of | Monthly or | Beginners
0 Unintentional Data Exposure Weekly

Analysis of results D2 — Employee group

In Figure 4, survey findings are presented for the Medical/Clinical employee group at HO1, HO2,
and HO3. Similar to the previous graph, the x-axis represents the risk category of the corresponding
employee group, and the y-axis represents the risk evaluation.
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Figure 4 - Findings for the Medical/Clinical employee group at the CUREX healthcare
organisations

Findings for this employee group show that “Cyber Hygiene” and “Data Privacy/Protection
Training” risk categories have the lowest risk with Medium size, which need to be monitored with
mild controls. In contrast, the “Communication Channels” risk category has the highest risk since
this employee group across all three CUREX HOs has reached a Medium-High risk. For this risk, the
corresponding controls are C3, C4, C5, C17 which need to be applied on a quarterly or monthly basis
with intermediate level content for the employees to be able to follow the communication channels
and absorb the awareness messages. Moreover, the HOs could consider using additional channels for
conveying the cybersecurity and data privacy messages, e.g., channels that are preferable by the
employees and are not currently in use. As a last observation, employees at the HO3 show lower
risks compared to the HO1 and HO2, since most of their risks are Medium level.

Analysis of results of D3 — Risk Category

The bar chart in Figure 5Spresents findings for the three CUREX HOs with respect to the
“Cybersecurity Awareness” risk category pertaining to all employee groups.
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Figure 5 - Findings for the 'Cybersecurity Awareness' risk category at the CUREX Healthcare
Organisations

The “Cybersecurity Awareness” risk category seems to have relatively high evaluation for all
employees across the CUREX HOs. Specifically, the risk is Medium-High at the HO1 and HO2 for
the Administrative and Medical/Clinical personnel. The rest of the risk evaluations are Medium level.
The Medium-High risks point to the “Reduction” risk strategy, where the controls include C3, C5,
and C11, which need to be applied every month or quarter with intermediate level for the awareness
and training content, as well as the controls C12, and C17 for motivating desirable cybersecurity
behaviours (Error: Reference source not found).

Limitations

The research presented in this paper had been carried out across three healthcare organisations.
Therefore, the development of the cyber hygiene controls is based on the limited feedback gathered
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from the study participants. Additionally, as the study period coincided with the COVID-19
pandemic, the responses obtained have been limited in number as outlined in Error: Reference source
not found, i.e.,, 356 respondents. On average, HO1, HO2 and HO3 had 29%, 34%, and 17%
respective responses completed from the overall population. Among the four employee groups, the
Medical/Clinical group is represented with 2%, 6% and 12% respectively across the healthcare
organisations. It is important to note the two employee categories in HO3 were not available to
participate in the research study. Yet, the inclusion of three different healthcare organisations brings
together different perspectives on cybersecurity and data privacy, as experienced by different
personnel in the healthcare sector, and paves the way for a Cyber Hygiene methodology to
recommend targeted human-centric controls. The future work of the study could lead to the analysis
of increased responses from geographically diverse group of healthcare organisations to further
validate the proposed cyber hygiene controls. We also plan to monitor the application of the
recommended controls (i.e., step 5 in Figure 1) at a specific HO and run the CH survey again after
some time to confirm that the situation in terms of cybersecurity and data privacy awareness has
improved.

Comparison with Prior Work

Regarding the literature review, the findings in [32] suggest that the knowledge about cyber hygiene
is not the same among different age groups and older users tend to have more secure habits. In the
proposed approach, instead of considering the age of the employees we instead consider the role of
different employees leading to the identification of four employee groups in healthcare organisations
that have different background and needs regarding Cyber Hygiene; not so much because of their
age, but because of the nature of their work and daily tasks. Considering the findings in [33] and [34]
related to the use of rewards for encouraging and motivating employees to adopt desirable
behaviours, targeted motivation and reward controls are included in the pool of candidate human-
centric controls that are recommended to address specific risks. Finally, as phishing emails (and in
general social engineering) have been recognised in [32], [33], [34], and [35] as a serious threat, the
proposed methodology focuses on this aspect. The survey questionnaire includes questions for
different employee groups related to this popular form of social engineering attacks, as well as
specific controls including training the workforce on identifying social engineering attacks and
conducting mock social engineering exercises.

Conclusions

In this paper, a novel concept for improving the cyber hygiene perception and behaviour of four key
employee groups within healthcare organisations has been proposed. The value of the proposed
exploratory survey-based CH methodology has been demonstrated through its application to three
HOs, who participated in the study in the context of the H2020 CUREX project. In particular, the
proposed CH methodology relies on a survey questionnaire to achieve a deep understanding of the
needs and gaps of different healthcare employee groups. It then employs a risk-based approach to
quantify the risk associated with various human-related cybersecurity and data privacy threats,
identifies the proper strategies for addressing various risks, and recommends subsets of human-
centric controls for managing each risk.
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Abbreviations

CH: Cyber Hygiene

IT: Information Technology

WHO: World Health Organisation

EHR: Electronic Health Records

HSE: Health Service Executive

IoT: Internet of Things

BYOD: Bring Your Own Device

TPB: Theory of Planned Behaviour
CISO: Chief Information Security Officer
CSO: Chief Security Officer

DPO: Data Privacy Officer

GDPR: General Data Protection Regulation
USB: Universal Serial Bus

HO: Healthcare Organisation

Appendix: Survey questionnaire
The questions of the survey are included in this appendix.
Legend

0 Indicates a single-answer question

[0 Indicates a multiple-answer question

1.

2.

3.

4.

What is your role in the organisation?

0 Administrative (e.g., administration manager, secretary, reception, call centre, human
resources, etc.)

0 Medical/Clinical/Research (e.g., department/unit manager, doctor, nurse, researcher,
etc.)

0 IT/Technical (e.g., IT manager, IT staff, software developer, etc.)

0 Executive/Security (e.g., Director, Sub Director, Hospital Manager, Chief Information
Officer, Chief Data/Information Security Officer, Data Protection Officer, etc.)

Are you familiar with the term Cyber Hygiene?
0 Yes
0 No

To what extend do you agree with the following description of Cyber Hygiene?
(1 = I strongly disagree | 5 = I strongly agree)

Cyber Hygiene refers to activities that users and computer system administrators can

undertake to improve their cybersecurity while online.

C - . . .
1 2 3 4 5)

To what extend do you agree with the following description of Cyber Hygiene?
(1 = I strongly disagree | 5 = I strongly agree)
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Cyber Hygiene, in analogy to personal hygiene, refers to simple routine measures that any

employee can take to minimise the risks from cyber threats.

o - . . .
1 2 3 4 5)

5. How familiar are you with the General Data Protection Regulation (GDPR)?

(1 =T have never heard of GDPR | 5 = I have in-depth knowledge of GDPR)

C C .C .
1 2 3 4 5

6. Which of the following statements best describes what the GDPR is?

0 A new legal framework relating to the collection, storage and usage of personal data,
which applies to any organisation based in the EU doing business with EU citizens

0 A new legal framework aimed at companies operating online in the EU, stipulating
how and when companies are able to collect personal data

0 An update on the EU Data Protection Act 1998, which means personal data can only
legally be collected and stored by companies that are certified in accordance with the
GDPR regulations

7. Who is responsible for monitoring data protection in your business?
0 Senior management

Legal department

I'T managers

All users of data within the workplace

Other. Please specify:

o O O O O

I do not know

8. Which of the following cybersecurity and data privacy threats are you aware of? (Select all
that apply)

Social engineering

Ransomware

Loss or theft of hardware

Insider, accidental, or intentional data loss

Attacks against smart medical devices

Other. Please specify:

None of the above

ooooooan

9. Have you received any training by your organisation on cybersecurity?
0 Yes. Please note frequency (e.g., Weekly, Monthly, Quarterly, etc.):
0 No

10. Have you received any training by your organisation on data privacy?
0 Yes. Please note frequency (e.g., Weekly, Monthly, Quarterly, etc.):
o0 No

11. Have you heard of any cybersecurity incident outside your organisation (e.g., from the news,
etc.)?
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0 Yes
0 No

12. Have you heard of any data privacy incident outside your organisation (e.g., from the news,
etc.)?
0 Yes
o0 No

13. Have you ever personally experienced any cybersecurity incident inside your organisation?
0 Yes
0 No

14. Have you ever personally experienced any data privacy incident inside your organisation?
0 Yes
0 No

15. Is there a procedure in place in your organisation, in case you face a cybersecurity threat?
0 Yes
o0 No
0 [Ido not know
0 Only for specific threats. Please specify:

16. Is there a procedure in place by your organisation, in case that you face a data privacy threat?
0 Yes
0 No
0 [Ido not know
0 Only for specific threats. Please specify:

17. How often do you consider cybersecurity during your daily work?
(1 = Never | 5 = In every daily activity)

C C .C .
1 2 3 4 5

18. How often do you consider data privacy during your daily work?
(1 = Never | 5 = In every daily activity)

C C .C .
1 2 3 4 5

19. How often do you manage personal data (i.e. of patients, clients)?
0 Never

Rarely

Daily

Weekly

Monthly

o O O O

20. How would you rate your knowledge about matters of cybersecurity?
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(1 =T have no knowledge | 5 = am an expert)

C C.C .
1 2 3 4 5

21. How would you rate your knowledge about matters of data privacy?

(1 =1 have no knowledge | 5 =1 am an expert)

l“'“ll“"2|“_“3|“—“ 4('“5

22. Which communication channels are currently used in your organisation to raise awareness on
cybersecurity and data privacy?

(Select all that apply)
Emails

Corporate Intranet

Articles

Videos

Online training

In-person training

Information sessions during staff meetings
Other. Please specify:
I do not know

OOoOoO0oOoOooao

23. Which communication channels would you prefer to learn about cybersecurity and data
privacy in your organisation?

(Select all that apply)
Emails

Corporate Intranet

Articles

Videos

Online training

In-person training

Information sessions during staff meetings
Other. Please specify:
I do not know

OOoOoOoooOoOooao

24. How often do you interact with your organisation’s IT department or local IT manager?

(1 = Never | 5 = Daily)
SN o T o T o TN o
1 2 3 4 5

25. Do you personally use remote connection (e.g., Virtual Private Network — VPN) to access
your organisation’s corporate network?
0 Yes

0o No
0 Ido not know

If yes:
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» How often do you do this over public access networks (e.g., public Wi-Fi
hotspots)? (1 = Never | 5 = Daily)

C.C . . C
1 2 3 4 5

» 1 am cautious about using public wireless networks.
(1 =1 strongly agree | 5 = I strongly disagree)

C.C . . C
1 2 3 4 5

26. Does your organisation provide public Wi-Fi access to patients and visitors?
0 Yes
o0 No
0 Ido not know

27. Is there a Bring Your Own Device (BYOD) policy in your organisation?
0 Yes
o0 No
0 [Ido not know

If yes:
>yDid you receive any special training or instructions on this?
0 Yes
o0 No
0 Ido not know
» 1 am conscious about protecting my mobile devices and their contents. (1 = I
strongly disagree | 5 = I strongly agree)
oBR o1 o o Ul &
1 2 3 4 5
28. Are employees allowed to plug in personal USB storage devices on workplace PCs and
machines?
0 Yes
o0 No
0 Ido not know
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