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Abstract of [1]: Cybersecurity has become a key factor that determines the
success or failure of companies that rely on information systems. Therefore,
investment in cybersecurity is an important financial and operational decision.
Typical information technology investments aim to create value, whereas cybersecurity investments aim to minimize loss incurred by cyber attacks. Admittedly, cybersecurity investment has become an increasingly complex one since
information systems are typically subject to frequent attacks, whose arrival and
impact fluctuate stochastically. Further, cybersecurity measures and improvements, such as patches, become available at random points in time making investment decisions even more challenging.We propose and develop an analytical
real options framework that incorporates major components relevant to cybersecurity practice, and analyze how optimal cybersecurity investment decisions
perform for a private firm. The novelty of this paper is that it provides analytical
solutions that lend themselves to intuitive interpretations regarding the effect of
timing and cybersecurity risk on investment behavior using real options theory.
Such aspects are frequently not implemented within economic models that support policy initiatives. However, if these are not properly understood, security
controls will not be properly set resulting in a dynamic inefficiency reflected in
cycles of over or under investment, and, in turn, increased cybersecurity risk
following corrective policy actions. Results indicate that greater uncertainty
over the cost of cybersecurity attacks raises the value of an embedded option
to invest in cybersecurity. This increases the incentive to suspend operations
temporarily in order to install a cybersecurity patch that will make the firm
more resilient to cybersecurity breaches. Similarly, greater likelihood associated
with the availability of a cybersecurity patch increases the value of the option
to invest in cybersecurity. However, absence of an embedded investment option
increases the incentive to delay the permanent abandonment of the company’s
operation due to the irreversible nature of the decision.
Abstract of [2]: The occurrence of congestion has an extremely deleterious impact on the performance of Wireless Sensor Networks (WSNs). This
article presents a novel protocol, named COALA (COngestion ALleviation and
Avoidance), which aims to act both proactively, in order to avoid the creation
of congestion in WSNs, and reactively, so as to mitigate the diffusion of upcoming congestion through alternative path routing. Its operation is based on the
utilization of an accumulative cost function, which considers both static and
dynamic metrics in order to send data through the paths that are less probable
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to be congested. COALA is validated through simulation tests, which exhibit
its ability to achieve remarkable reduction of loss ratios, transmission delays
and energy dissipation. Moreover, the appropriate adjustment of the weighting
of the accumulative cost function enables the algorithm to adapt to the performance criteria of individual case scenarios.
Abstract of [3]: This paper proposes a conceptual model to support decision makers during security analysis of Internet of Things (IoT) systems. The
world is entering an era of ubiquitous computing with IoT being the main driver.
Taking into account the scale of IoT, the number of security issues that are
arising are unprecedented. Both academia and industry require methodologies that will enable reasoning about security in IoT system in a concise and
holistic manner. The proposed conceptual model addresses a number of challenges in modeling IoT to support security analysis. The model is based on an
architecture-oriented approach that incorporates socio-technical concepts into
the security analysis of an IoT system. To demonstrate the usage of the proposed conceptual model, we perform a security analysis on a small scale smart
home example.
Abstract of [4]: As security is a growing concern for modern information
systems, Security Requirements Engineering has been developed as a very active area of research. A large body of work deals with elicitation, modelling,
analysis, and reasoning about security requirements. However, there is little
evidence of efforts to align security requirements with security mechanisms.
This paper extends the Secure Tropos methodology to enable a clear alignment,
between security requirements and security mechanisms, and a reasoning technique to optimise the selection of security mechanisms based on these security
requirements and a set of other factors. The extending Secure Tropos supports modelling and analysis of security mechanisms; defines mathematically
relevant modelling concepts to support a formal analysis; and defines and solves
an optimisation problem to derive optimal sets of security mechanisms. We
demonstrate the applicability of our work with the aid of a case study from the
health care domain.
Abstract of [5]: Device-to-Device (D2D) communication is expected to be
a key feature supported by 5G networks, especially due to the proliferation of
Mobile Edge Computing (MEC), which has a prominent role in reducing network stress by shifting computational tasks from the Internet to the mobile
edge. Apart from being part of MEC, D2D can extend cellular coverage allowing users to communicate directly when telecommunication infrastructure is
highly congested or absent. This significant departure from the typical cellular
paradigm imposes the need for decentralised network routing protocols. Moreover, enhanced capabilities of mobile devices and D2D networking will likely
result in proliferation of new malware types and epidemics. Although the literature is rich in terms of D2D routing protocols that enhance quality-of-service
and energy consumption, they provide only basic security support, e.g., in the
form of encryption. Routing decisions can, however, contribute to collaborative detection of mobile malware by leveraging different kinds of anti-malware
software installed on mobile devices. Benefiting from the cooperative nature of
D2D communications, devices can rely on each others’ contributions to detect
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malware. The impact of our work is geared towards having more malware-free
D2D networks. To achieve this, we designed and implemented a novel routing
protocol for D2D communications that optimises routing decisions for explicitly
improving malware detection. The protocol identifies optimal network paths, in
terms of malware mitigation and energy spent for malware detection, based on a
game theoretic model. Diverse capabilities of network devices running different
types of anti-malware software and their potential for inspecting messages relayed towards an intended destination device are leveraged using game theoretic
tools. An optimality analysis of both Nash and Stackelberg security games is
undertaken, including both zero and non-zero sum variants, and the Defender’s
equilibrium strategies. By undertaking network simulations, theoretical results
obtained are illustrated through randomly generated network scenarios showing how our protocol outperforms conventional routing protocols, in terms of
expected payoff, which consists of: security damage inflicted by malware and
malware detection cost.
Abstract of [6]: Near Field Communication (NFC) has enabled mobile
phones to emulate contactless smart cards. Similar to contactless smart cards,
they are also susceptible to relay attacks. To counter these, a number of methods have been proposed that rely primarily on ambient sensors as a proximity
detection mechanism (also known as an anti-relay mechanism). In this paper, we empirically evaluate a comprehensive set of ambient sensors for their
effectiveness as a proximity detection mechanism for NFC contactless-based applications like banking, transport and high-security access controls. We selected
17 sensors available via the Google Android platform. Each sensor, where feasible, was used to record the measurements of 1,000 contactless transactions at
four different physical locations. A total of 252 users, a random sample from
the university student population, were involved during the field trials. After
careful analysis, we conclude that no single evaluated mobile ambient sensor is
suitable for proximity detection in NFC-based contactless applications in realistic deployment scenarios. Lastly, we identify a number of potential avenues
that may improve their effectiveness.
Abstract of [7]: It is well acknowledged that one of the key enabling factors
for the realization of future 5G networks will be the small cell (SC) technology.
Furthermore, recent advances in the fields of network functions virtualization
(NFV) and software-defined networking (SDN) open up the possibility of deploying advanced services at the network edge. In the context of mobile/cellular
networks this is referred to as mobile edge computing (MEC). Within the scope
of the EU-funded research project SESAME we perform a comprehensive security modelling of MEC-assisted quality-of-experience (QoE) enhancement of fast
moving users in a virtualized SC wireless network, and demonstrate it through
a representative scenario toward 5G. Our modelling and analysis is based on
a formal security requirements engineering methodology called Secure Tropos
which has been extended to support MEC-based SC networks. In the proposed
model, critical resources which need protection, and potential security threats
are identified. Furthermore, we identify appropriate security constraints and
suitable security mechanisms for 5G networks. Thus, we reveal that existing
security mechanisms need adaptation to face emerging security threats in 5G
networks.
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Abstract of [8]: In this paper, a software tool for security analysis of IoT
systems is presented. The tool, named ASTo (Apparatus Software Tool) enables
the visualization of IoT systems using a domain-specific modeling language. The
modeling language provides constructs to express the hardware, software and
social concepts of an IoT system along with security concepts. Security issues
of IoT systems are identified based on the attributes of the constructs and their
relationships. Security analysis is facilitated using the visualization mechanisms
of the tool to recognize the secure posture of an IoT system.
Abstract of [9]: When undertaking cyber security risk assessments, we
must assign numeric values to metrics to compute the final expected loss that
represents the risk that an organization is exposed to due to cyber threats. Even
if risk assessment is motivated from real-world observations and data, there is
always a high chance of assigning inaccurate values due to different uncertainties
involved (e.g., evolving threat landscape, human errors) and the natural difficulty of quantifying risk per se. Our previous work [1] has proposed a model and
a software tool that empowers organizations to compute optimal cyber security
strategies given their financial constraints, i.e., available cybersecurity budget.
We have also introduced a general game-theoretic model [2] with uncertain payoffs (probability-distribution-valued payoffs) showing that such uncertainty can
be incorporated in the game-theoretic model by allowing payoffs to be random.
In this paper, we combine our aforesaid works and we conclude that although
uncertainties in cyber security risk assessment lead, on average, to different cyber security strategies, they do not play significant role into the final expected
loss of the organization when using our model and methodology to derive this
strategies. We show that our tool is capable of providing effective decision support. To the best of our knowledge this is the first paper that investigates how
uncertainties on various parameters affect cyber security investments.
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Abstract of [10]: When investing in cyber security resources, information security managers have to follow effective decision-making strategies. We refer to
this as the cyber security investment challenge.In this paper, we consider three
possible decision support methodologies for security managers to tackle this
challenge. We consider methods based on game theory, combinatorial optimisation, and a hybrid of the two. Our modelling starts by building a framework
where we can investigate the effectiveness of a cyber security control regarding the protection of different assets seen as targets in presence of commodity
threats. As game theory captures the interaction between the endogenous organisation’s and attackers’ decisions, we consider a 2-person control game between
the security manager who has to choose among different implementation levels of a cyber security control, and a commodity attacker who chooses among
different targets to attack. The pure game theoretical methodology consists of
a large game including all controls and all threats. In the hybrid methodology the game solutions of individual control-games along with their direct costs
(e.g. financial) are combined with a Knapsack algorithm to derive an optimal
investment strategy. The combinatorial optimisation technique consists of a
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multi-objective multiple choice Knapsack based strategy. To compare these approaches we built a decision support tool and a case study regarding current
government guidelines. The endeavour of this work is to highlight the weaknesses and strengths of different investment methodologies for cyber security,
the benefit of their interaction, and the impact that indirect costs have on cyber
security investment. Going a step further in validating our work, we have shown
that our decision support tool provides the same advice with the one advocated
by the UK government with regard to the requirements for basic technical protection from cyber attacks in SMEs.
Abstract of [11]: Internet of Things (IoT) can be seen as the main driver
towards an era of ubiquitous computing. Taking into account the scale of IoT,
the number of security issues that emerge are unprecedented, therefore the need
for proposing new methodologies for elaborating about security in IoT systems
is undoubtedly crucial and this is recognised by both academia and the industry alike. In this work we present Apparatus, a conceptual model for reasoning
about security in IoT systems through the lens of Security Requirements Engineering. Apparatus is architecture-oriented and describes an IoT system as a
cluster of nodes that share network connections. The information of the system
is documented in a textual manner, using Javascript Notation Object (JSON)
format, in order to elicit security requirements. To demonstrate its usage the
security requirements of a temperature monitor system are identified and a first
application of Apparatus is exhibited.
Abstract of [12]: Research on next-generation 5G wireless networks is currently attracting a lot of attention in both academia and industry. While 5G
development and standardization activities are still at their early stage, it is
widely acknowledged that 5G systems are going to extensively rely on dense
small cell deployments, which would exploit infrastructure and network functions virtualization (NFV), and push the network intelligence towards network
edges by embracing the concept of mobile edge computing (MEC). As security
will be a fundamental enabling factor of small cell as a service (SCaaS) in 5G
networks, we present the most prominent threats and vulnerabilities against a
broad range of targets. As far as the related work is concerned, to the best of
our knowledge, this paper is the first to investigate security challenges at the
intersection of SCaaS, NFV, and MEC. It is also the first paper that proposes a
set of criteria to facilitate a clear and effective taxonomy of security challenges
of main elements of 5G networks. Our analysis can serve as a staring point
towards the development of appropriate 5G security solutions. These will have
crucial effect on legal and regulatory frameworks as well as on decisions of businesses, governments, and end-users.
Abstract of [13]:
[14] [15] [16] [17] [18] [19] [20] [21] [19] [22] [23] [24] [25] [26] [27] [28] [14] [29]
[30] [31] [32] [33] [34] [35] [36] [37] [38] [39] [40] [41]
[?]
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